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List of Abbreviations and Acronyms

Asset Administration Shell

Circular Economy Operator
GBI Decentralized DPP Data Repository
Data Flow Diagrams
IR Decentralized Identifier

Domain Name System
I Digital Product Passport

DPP Knowledge Graph, a graph containing all information about a sg
DPP KG
product or model

EnterpriseResource Planning (Software & System)
ESPR Ecodesign for Sustainable Products Regulation

Global Location Number

GTIN Global Trade ldentification Number

Responsible Economic Operatdctor responsible for placing the product on tl
market and for issuing the DPP

Universal Resource Identifier
Verifiable Credentials

VDR Verifiable Data Registdy VDR is essentially the place where the] Documerls
are stored.
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The European Commission has strong interest and ambition in relation to emerging technologies to
ddzLILR2 NI GKS WigAyQ>s 3INBSY YR RAIAGI f DigitalNF y & A { A
Product Passport (DPPJhe DPP is defined by the European Commission as a structured collection of
product related data with prelefined scope and agreed data management and access rights conveyed
through a unique identifier, and that is accessible via electronic means thrawtgta carrier. The

intended scope of the DPP is information related to sustainability, circularity, value retention for re

use, remanufacturing and recycling.

The aim of CIRPASS is to prepare the ground for a gradual deployment of DPPs, with arcimtial fo

on the electronics, batteries and textile sectors. Spurred by the need to accelerate the transition to a

more circular and sustainable economy, combined with new opportunities offered by a burgeoning

data market, a large number of European and inteimadl initiatives have emerged recently.

/I Lwt! {{Qa YSUiK2R2ft23& O2yaraida Ay dzyAliAy3 NBELNB
pilots in order to build a balanced, open and transparent community dedicated to the design and roll

out of the upconmmg European DPP.

To ensure a neutral and technology agnostic stance, CIRPASS relies heavily on the involvement of
leading European Research and Technology organisations, supported by three standardization
organisations, an experienced pool of circular emog and sustainability consultancies, several large
European industrial associations, digital technologies and web experts, and digital solution providers.
The CIRPASS consortium is made up of 31 partners in total.

By bringing together this community of grtise, the project will build consensus and momentum
around the DPP concept and contribute to the development of common principles, prototypes and
roadmaps to secure the interoperability of DPPs across value chains, sectors and market participants.
Enharted stakeholder dialogue will be achieved through extensive consultations addressing key DPP
aspects such as ontologies, technical requirements and standardization needs.
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1 Introduction

Digital Products Passports (DPP) and relatémmation systeninfrastructure are an integral part of
the various strategies that have beembeddedin recentEuropearlegislaton:

1 The European Parliament and the Presidency of the Council of the European Union have
suggested harmonized and cressctoral digital passports for products aimtermediate
products as decisive ingredients for the introduction afcircular economy, sustainable
consumer decisions, as well as resource and energy efficiency. The need for such passports is
expressed in th&uropean Green Dealnd the newCircular Economy Action PI{EEAR)

1 Simultaneousihythe EuropeanData Strategydescribed the vision of a common Europekata
space a Single Market for data in which data could be used irrespective of its physicalrocati
of storage in the Union in compliance with applicable,l&ws allowing all stakeholders to
have access to the data relevant to thelhalso called for the free and safe flow of data with
third countries. To turn that vision into reality, it proposes to establish domajecific
common Europeadataspacedo improve the access to and interoperability of deaadthe
concrete arrangements in which data sharing and data pooling can happenof these data
spaces, the Industrial (Manufacturing) data space and the Green Deal data space, are closely
related to the DPP.

The CIRPAS&ionof a Digital Product Passport is fully integrated in the aforementistetegies

In this vision, the DPP is at the crasmils between the coming data economy, industry digitisation,
and the gquest for a circular econongmply put,aphysical gooésaccompanied by digital information

that describe its sustainability, repairabilitgusability andecyclabilitypropertiesand so on, but also
events like repair for high value goods. In other words, the CIRPASS system is product centric.
Everything starts from the simple case that a person or machine reads an idesriiigangible good.

Realising this concept, however, rmadiately poses several challenges. How is the data to be
provided? Is it primarily for humans or primarily for machines? Is the data primarily for consumers or
for business partners? Should the data be public or aecessolled? Should the data be cealised

or distributed? If distributed, how can it be discovered? And where in the lifecycle of a product should
data collection begin and where should it end? If a used good is refurbished, how mihehdaita
describing the original production process shibe retained? How can the physical and digitatlds

be linked in a way that is persistent and robust enough to survive for the long term, including the
manufacturer ceasing to trade?

This document describesvo parallel, yet interoperablerchitectures for the provision of Digital
Product Passports designed to address these questions

1 An architecture based oHTTP URIs
1 An architecture based on the useddécentralizeddentifiers DID3

These architectureare presentedrom both a structuralviewpoint anda data flow viewpoiniandare
further validated againsthe requirements of the DPP systeifithis reportaims no less than to provide
a crucial brick to build the information system for the circular economy.
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The architecture proposed in thideliverabledepicts a network of services that can interact with each
other, whichwill meetDPPrelated regulatory goals (ESPR, and Battery Regulatimihat maximises
flexibility and opportunity for commercial business@sis deliverable however has the following
limitations:

ExhaustivenessThe suggested system makes usaeb-technology Given that the implementation
remains within the boundaries @ HTTHhasedor a DIBbased system, the protocols used allow for
interoperability despite a high variety of concrete implementation optiolms.light of this, tis
document avoids gaginto deep details of implementation and depiasplatform for information
exchangewhere every node or service can be realized with a variety of implementatiosysedffic
solutions are mentioned in this deliverable, tkisould not preclude té use of alternative solutions
Often legacy systems cdne connected via transforms. As a consequeegemples are provided for
convenience andlustration purposes only.

Focus:The provision of a DPP should be seen as an opportunity for the creationifoamation
system that helps all playershae and pml datain a circular economy. But given this insight, it
becomes immediately clear, that the present document must be carefully sdopaebid digressing
into a system that tries to explain the digitising of the entire industry. This is why thiérbe only
hints on where data comes fronwhere data goes to, how existing data can be reused in a &P,
how DPP data could be-tesed in an scenario.

The current architecture is suggested, because it allows for the use of a large variety of available tools
and opensourcemodules. But it is certainly not the only possible architecture, it is the architecture
CRPASS was able to come up to make the system resilientdecehtralized whilallowing for easy
deployment on top of a well understood and mostly standardized level playing field. Not every
deviation from this architecture will break it, but some critegii® essential, especially the use of URIs
and the use of a graph data model.

A Digital Product PassportDPP) is a structured collection of mandatory, machesdable(where
appropriate) productrelated data with predefined scope and agreed data management and access
rights extracted from a standardized product dataspace thanks to a unique product identifier and that
is accessible via electronic means throudbaga CarrierThe intended scope of the DPP is information
related to sustainability, circularity, value retention for reuse, remanufacturing, recyelnd legal
compliance.

DPP systemin general terms, a DPIPT- System can be understood as a setnetworked and
interconnected hardware/software or a collection of components and elemardig widely
implemented Common Technical Specificatidwste that the Standardisation RequedDPP defines

W5ttt aeadsSyQ a GKS daaSid 27F acols aeldfBtandardd Rduired | Yy Rk 2 N
to ensure the interoperability of cross SOG 2 NI € RAIAGFE LINPRdzOG LI &a Ll
compliance with essential requirements defined in Articles 9 and 10 of COM (2022) 142 final or defined
inArticle 78of R@dzf  GA2Y 69! 0 HNHOKX®E
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DIGITAI2021-TRUSD1 D3.2 DPP System Architectt
DPRasa-Service DPP data storing processing and baakp services provided bycertified
independent thirdparty product passport service providers

A Data Spaces a secure and standardized digital infrastructure that enablegdruglata exchange

and databased services among various stakeholdgrsS/ definesit asa virtual space that provides

a standardized framework for data exchange, based on common protocols and formats, as well as
secure andrusted data sharing mechanisms.

2 Methodology

2.1.1 Essential requirements from regulations

Essential requirements for the DPP system are definefricles 8 to 13 othe draft text of the
Ecodesign for Sustainable Products Reiuh [ P. The main characteristics of the DRpPstem
are:

A persistent unigue product identifier (Art.2&))

A machinereadabledata carrier (Art.94b) & (Lc)) basedon standards

Use of @en standardgArt.9 (Ld))

An openinteroperabledata exchange network without vendlockin (Art.9 (d))

Technical, semantic and organisational aspects of-terehd communication and data

transfer

Interoperableand machinereadable datdormats(Art.10 (a))

Free of charge and easy assebased on defined access rigi#st.10 (b))

No secondary use without consent (data usage con(/t).9 (1da))

Decentralized data storagemeaning information stored by the REOs or a certified

independent thirdparty product passporservice providersuthorised to act on their behalf

(Art.10 (c) & (d))

9 Archiving: Availability of a baalp copy through ecertified independent thirebarty DPP
service providefArt. 9 (3a))

1 DPP informatiompointsmay be eithestaticor dynamic(updatable)

1 DPP information points maye either publicor haverestricted accessonditions.

= =4 =4 4 A

=A =4 =4 =4

2.1.2 Technical requirements frondDPPUser Soriese

Based ondraft versions of the ESPR atige Standardisation RequestDPP,CIRPASS consortium
partners have fanulatedseverald 5 tuser stories based on a conceptual DPP system. For a number

of selected ESPR use casthe processes by whicBPPdata would beexposed, accessed and
managed between stakeholders along the circular supply chain are described. The aim, therefore, is
to explain how the DPP system is implemented, operated and maintained. Each user story is described
in a textual stegoy-step manner detailing the interactions between the parties involved, but without
going into detail of the internal process for each tpapant.
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2.1.3 Requirements from the EU Data Strategy

The requirements for the DPP system are fully aligned with the goals of the European Data Strategy
which aims to make the EU a leader in a ddti@en society and create a single market for data to
enable imovative processes, products and services. The European Data Strategy also aims to make
more data available for use in the economy and society, while keeping those who generate the data
in control and ensuring that European rules, in particular privacy datd protection, as well as
competition law, are fully respected. The DPP and the DPP system were designed with these objectives
in mind, by including, for example, provisions for the protection of personal data, and by clearly
defining responsibility foDPP data and access rights to sensitive information.

Even more importantly for the DPP and the DPP system, the European Data Strategy announced the
creation of data spaces in several strategic fields. Common European data spaces bring together
relevant dda infrastructures and governance frameworks to facilitate data pooling and sharing. The
aim of data spaces is to improve thecess to and interoperability of dataThe European Strategy

for data refers under the European Green Deal data space to &nafct establishing a common
European data space for smart circular applications to make available the most relevant data for
enabling circular value creation along supply chains. The DPP is a key emanation of these efforts. For
these reasonssyntacticaland semantic interoperability of DPP data is one of the primary design
drivers for the DPP systedescribed in this document

2.1.4 Additional business requirements

In addition to the above requirements, the deployment of the DPP system will be most easjijeacce
by business communities if the following aspects are considered:

1 Support of legacyThe DPP system should facilitate tieeise of legacyT systems and legacy
data, vocabulariesdictionaries ontologiesand data models;

9 Flexibility: The DPP systerhguldbe flexible toeasilyaccommodateboth regulatory and non
mandatory (businesmodetspecific) evolving information requirements

9 Ease of deploymentThe DPP system should be built usimgture technologicakcosystems
to supportthe mandatory issuing ddPPstartingin 2027,

9 Futureproof: The DPP system should lixsed on statef-the-art technologieswith
demonstrated capabilities to suppoemerging technologies to deliver additional services in
the future (e.g.plockchainsyerifiable credentials, Al, etc.)

1 Low-cost The DPP system should allow for the issuing of DPPs at the loegtpbssible.

The CIRPA$fBoposalfor the DPP system architectuig based orseveralprinciples set out below.
Havinga decentralized approacis essential and suggested by consideration 32 of &ie~[R The
product @ntric vision stems from the requirements in Art[EBSPR The other principles explain the
design choices iz of this document.

2.2.1 A decentralised approach

Principle:The DPRystemarchitecture is decentralised.
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Justification: The decentralised approach maxingseobustness, resilience and security of data
provision andnaximises opportunities for a diverse commercial market to evolve forpbd#sioning
(DPPasa-Service)lt allows to locate responsibility with the relevant stakeholders, distributing load
at the same time.
Discussioni RSOSYGN}IfAASR | NOKAGSOGAzZNE YSIya GKFG RIF(
(or their appointee) and is not aggregated in a single, centralised, loc&inlO| has opted
for this solition when stating that: the data included in the product passport shall be stored by the
economic operator responsible for its creation or by certified independenighitg product passport
service providers authorised to act on their behalf

The disdvantage ofa decentralized systens that there is no singlknown and authoritativeplace
that has all DPP information in the single market. While this is true, it does not meanwiedt gortal
and search engine as required by Art. 12&PRis impossible or even hard to realize does not
mean that there is no way to know all DPP Information.

At afirst glance, it looks like the DBy&temcould just be soméarge-scalecentral database on a grd

or cloud computing infrastructure spanning over many machines and aattees This would be a
distributed approach.Such an infrastructure could technically balance and bear all the load
concentrated on a central systemalthough it would have to be extremely robust and expensive.
decentralised approach is different from a distributed approach. A distributed approach still has a
centralservice buuses distributed computing resources. The difference between a decentralised

a distributed approach mainly lies in the control structure. A distributed approach has a central point
of control,whichin the case of the DP¢buld bea central Commission service that controls what is
going and what can be retrieved from such atcanservice. As can be seen from the big search
engines on the web, a distributed system can scale up well with the appropriate investment. But it
remains a central system with central control. Participants in such a system will have their relation
alwaysmediated by the central authority, who can ban them and lock them Aund the central
authority remains responsible for all operations like adding additional infrastructure, defining APls
selection of service providers and monetary compensation okalice providers.

A decentralised system has many participants and no central point of control. It works because
participants in that system follow certain rules of interoperability and data management. In a
decentralised system, however, disadvantages autweighed by the very substantial benefit that
there is no single point of failure, no monolithic controlling authority to which all data must be
surrendered, and no vendor loék. Additionally,a centralised systepronce establishedyould be

hard to replace with an alternative supplier. Inertia means that the first contract to provide a
centralised system is likely to be the only oAs.there are many services and actors in a decentralized
system, changing just some actor or component isastlisruptive An interoperabledecentralised
systemalso allows fora real ecosystem of informatioto developas every participant can freely
contract with every other participant in the system. The public authority takes the role of a market
authority with watch dog function instead of being the point of central control. This means controls
have to be done epost, upon complaint or test, and not @nte. But it also means that some
instances participating in the overall ecosystem could requirargg controls A push notification to
market authorities or custom authorities could be required and are implementable in a decentralized
system
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A decentralised approach means that each manufacturer (or their appointee) can operate a variety of
innovative serices for both consumers and business partners, all the time remaining in control of
their own data and being responsible for meeting their own legal obligatidhs. fact that the
responsibility for the DPP system component sits with those responsibtedgrroduct has a large
variety of positive effects that also create a healthy-sgstem of responsibilities and duties.

Although the data architecture is decentralised, thése single starting point from which the DPP
and other data can be discoveretthe product itselfWhoever holds the product in hand will have a
very easy access to information about the tangibleghin their hands.

But some uses, like customs, need an informatientric access to the system. They are not
interested in the actal product, but only in the information about the producthe web portal as
required by Art. 12aHSPHs one way to realize such an information centric access, but there can be
others. he web portal igust an element in a dcentralized system that helps with the discovery of
decentralized resources. But it does not contain the content. A search engine would just crawl the DPP
system to set up an index. The web portal with its search engine is an application within the
decentalized system that is substantially different from a centralized system.

Another option is that the creation of a new DPP is notified to a central doiitrt.12, the ESPFhas

opted for such a solution by tasking tBemmission to set uptfie registry). This document calls that
component [ J. At minima, this central point thencould serve as a backup in case
information islost. But it is understood that the distributed dafpoint at the location of the producer

or importer creating the DPP remains the authoritative answer and will be first used. This means that
a decentralised system can be used to create an imperfect centralised point of information. The
imperfect centralentity must be good enough for the purposes intended. This way, the security,
agility, elastic reaction to load and the resilience of a decentralised architecture is preserved while still
catering to regulatory need#\ccording toArt. 12a] |z the European Commission will have to set

up a web portal for DPP information. Given that the European Commission also has!the 1.

it knows about all resolvers and all Product IDs in the matkehis case, the search engine or portal
can be near to completdn the architecture suggested here, the portal does not have to carry the
information. Instead, like a real search engine, it has indexes that allow to find information and then
point to the information at its source via tHeé £

2.2.2 The DPRBystemis Product Centric

Principle:The entire information system is rooted in the Prodigt Requirements for the Produtfd
are laid down iff ].

Justification:In a circular economy, the tangible good is in the centre of interest. This goal is reflected
in this architectural principleMost DPRuse cases depart from a tangible good and from the challenge
to discover infomation aboutthat tangible good.

Discussion:There are many existing systems that contain product informatibimere are ERP
systems, Product Information systems (PIM) and Industrial Documentajstems, there are track

le.g. SAP Systems
2e.g. CIDOCRM,
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and trace systems in the retandustry and there are large scale industrial information systems like
International Material Dat&Bystem(IMDS) that contain information about products. Typically, they
contain information about products and are used to find the right spare parteefdacement. They
typically do not contain information on item level other than the number of items currently in stock
at a given place. ERBystems typically are used to do plannigd resource management, such as
stocks The information is used to desi a desired situation and then, means are engaged to make
that desired state a reality. All those systems can be used to help create and manageys@RP

they are sources of informatiorBut they are fundamentally different, because they are infororati
centric. All research starts from the information system. At best, a tangible good is evaluated to find
the type that corresponds to the spare part. Most systems existing today are such information centric
systems.

The DPP has a different goal, althbuigmay not be excluded that it could also be used to complement
ERP goals. Although a DPP system could theoretically also carry track and trace information, this is not
the main goal of the present effort. In the DPP scenario, a natural person or anaatdtains a
tangible good and wants to find information about the thing detained. This is a nice way to scope the
information, but also the information requirements around the utility of information for the goal
pursued. Théata Carriers the immutabldink between the physical world and its informational twin

that is, on top, linked to further useful information. To centre the information system around the

[ ] seems evident at thikigh-level view. But once deiled requirements, scenarios and

use cases are explored, it is very easy to fall for an information centric view and to disregard the
relation to the actual tangible good. At the same time, the proeantricity has limitations. Those
limitations are paticularly clear for industries that work with bulk retail. When tradingeat, we

could theoretically give serial numbers to all the grains, but the nonsensical nature of such endeavour
may only serve the amusement of the reader. In this case, helpetrootsare needed in the form

of labelling, of classes of goods, of informationvarappings and a combination of model, time and

lot. In those scenarios, the DPP system is rather information centric. This can be seen as opposed to
high value goods that va a history of repairs and even of remanufacturing.

2.2.3 The DPP igconceptually)a Knowledge Graph

Life has infinite variety. A DPP system will have to cope with the variety of life. Therefore, the
information system must be instantly extensible without addial rollout requirements. The
information system should allow society to start with easy, lightweight informatemuirements

while not creating obstacles for a further sophistication afieth the needs of the real worldndthe
requirements fromregulationhave changed. This lesatb the conclusion that the DPP should be a
knowledge graptp k

2.2.3.1 The Arguments in favour of knowledge graphs

In a knowledge graph, information is stored in the form of semantic tripdesemantic triple is an
assertion made in predicate logifSubject Predicate Chject}. For example we can make simple
assertionssuch agMarie, lives in, Parigir {The sky, has colour, bluéjs any Object can become the

3 International Material Data Systelri visited 202312-
06
4 Enterprise Resource Plannih
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Subject of a new assertion, e.gParis, is a city of, Francgfaphs can grow as new information is
added. ‘Bubject®and Wbject€d NBE NBFSNNBR (G2 | a ayPreditate®are2 ¥ (G KS
NEFSNNBR 2 +Fa aSR3IS&a¢ 2F GKS INI LKOD
As knowledge graphs make it easy to attach newesotb the graphthereis no need to know
everything i.e., define all nodes of the grajpimd their relationsin advance. The system can develop
as it goes forward in very easy waysframe this evolution, ontologies anacabularystandards will
determine the boundariesf possible expressioref the graph.

In the CIRPASS proposal for the DPP system architetiterBPPis a knowledge graph whose root

node is the unique product identifigF ]. The knowledge graph receives all relevant data
points andthus holds the DP®ata. While mandatory DPP information requirements will be defined

by regulationthe completeDPP data itself does not have to be defined a priori because using g graph
the data can evolve incrementally. New sources and new fields and data points can be added, and
data can be easily combined with other data. This has wide ranging consequences. The use of a graph
model makes the DPP System future proof. A changeniE¥Rdelegated actwill only require
marginal changes in the system. An integration into data value chains will be easy. The integration of
DPP data into a circular economy dataspace will be painless.

Constructing the DPP as a knowledge graph has many ademtThe knowledge graph can put data
points in relation to each other. The semantic information allows for much better analytics and a
higher level of interoperabilityThere are a wide range of tools, commercial ones and open source,
available to deal wh knowledge graphs. If data is already expressed using a graph representation,
this means that this available tooling can be used without bigger transformatfatata is not already
expressed using a graph representatierg., it is contained in a relational databatansforms will

be necessary to exposePPdata. As relational databases are the most common form of data storage
representation,such transforms are already widely available. Indede, current technologywas

made for data integration and serves that purpose well. This means that these transforms can be easily
implemented on top of the existing IT landscape of a given enterprise.

A very specific knowledge graph ish&f ]. A Named Graph is a graph which is assigned a

name in the form of a URI. Because ti& } is transformed into a URI and that URI
determines the data elements that belong to this Product, the DPP is caradlpa Named Graph.

This has a variety of consequences. Named Graphs were invented in 2005 to respond to requirements

of security, trust and provenance. As all the elements of a Named Graph are known, the Graph can be
easily signed cryptographically.cin be the object of assertions on provenance and trust, of track

and trace information and other metadata. It turns the DPP into an object that can be part of another
knowledge graph, and that can be annotated further. This is a very powerful feature articipates

2y GKS AYyONBlFaAy3d dzasS 2F tAY1SR RFEOF Ay AYOGSNYI
credential issuing schemes.

2.2.3.2 Linked Data

When each8ubjecQWPredicateCand W®bjecCdf each assertion is defined lay URI the knowledge

graphis expressed in the form ainkedData.

G[AY1{SR 5FdGF NBFSNE (2 | YSGK2R 2F LlzofAaKAy3a ai
Y2NB dzaSTdzZ GKNRAzZZK &ASYFYy(dAO |[HNIOBEhEmamadda RSR 2
of Semantic Web are to represent data in RDF format, using ontologies that enable the creation of
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inference rules, for achieving the emerging need for semantic data integrfation ).

CKS YIF22NJ LINARYOALX S&a 2F [AY1SR 5FidF%X F2NJ I OKASGA
were officially proposed in July 2006 by Y om0 damSs fdr thihgs, (2) ése Y

HTTP URIs so that people can look up those names, (3) when someone looks up a URI, provide useful
information, using the standards (RDF, SPARQL), and (4) include links to other URIs, so that they can
RA&A02 PSNI Y2 NB e prévile/saraedéy defirditibrd abbut the relevant technologies and
standards.

1 provides a compact sequence of characters that identifies
an abstract oiphysical resource. URI resolving is a common operation performed on URIs. It
involves determining the proper data access method and parameters needed to locate and
retrieve the resource that the URI represents.

1 i8)a standard model for data interchange on the Web.

RDF has features that facilitate data merging even if the underlying schemas (database
structures) differ, and it specifically supports the evolution of schemas ower Without

requiring all the data consumers to be changed. RDF extends the linking structure of the Web

to use URIs to name the relationships between things as well as the two ends of the link (this

Ad dzadzr £ £ @ NBTFTSNNBR { 2expressing cortentNidifdrih & ériplets Ly RS €
(subject, property, object), and sets of triples actually form a semantic network /graph. RDF
provides a variety of syntax notations and data serialization formats, including RDF/XML,

Turtle, NTriples, JSOND, and thers.

1 is used for describing specific kinds of resources and will use specific
properties in describing those resources. The basic RDFS concepts (i.e., classes and properties)
are provided in the form of an RDFS vocabulary.

1 is a standard policy expression language using semantic
web technologies for representing permitted and prohibited actions over a certain asset,
along with the obligations that are required by parties éxchanging this asset.

1 is)a Semantic Web language designed to represent rich and
complex knowledge about things, groups of things, and relations between things.
1 isi@) language for validating RDF graphs against a set of

conditions. These conditions are provided as shapes and other constructs expressed in the
form of an RDF graph.

1 is a semantic query languadeased on graph patterns thatan retrieve and
manipulate data stored in RDF formedross diverse data sourcele querieddata can be
stored natively in RDF eanbe viewed as RDfarough mappings

2.2.3.3 Ontologies and Metadata

An ontology is a formal description of a conceptualization, which is described as a set of concepts
within a domain and the relationships that are held between them. Concerning some formal
RSTFAYAGAZ2Yya 2F |y 2yi2f 2 adonologylistadofital tHeatz abhuyitg K | &
for the intended meaning of a formal vocabulary, i.e. its ontological commitment to a particular
conceptualization of the world. The intended modelslof&cal language using such a vocabulary are
constrained by its ontological commitment. An ontology indirectly reflects this commitment (and the
underlying conceptualization) by approximating these intended médels ]. Moreover,

"N\
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Martin Doerz K| & Y Sy iaXofngl®RologyKsl alspedification of kinds of things and their
relations in terms of logic, approximating reality. It is formalised knowl€dge

The DPRKG is data organized as a graph. Vocabulagssribe what the semantics in that graph
mean When we talk about "weight" in the DPP, we need a formal definition of what we mean by
weight and which scale or measure is used, pounds or kilogra@mee the vocabularies are defined,
ontologies allow to dscribe the relation between certain objects in the graph or between objects of
distinct graphs. This can be very handy whegrging data from several sources. But it is not limited
to merging and fuels reasoners that can automatically draw conclusionssiamntics and relations

as encoded in vocabularies and ontologies.

The graph can contain data or, via its use of URIs, point to data on the network. But once we can point
to things, we can also describe the things wenpto. This is called theabout principl€'. In this case,

the term metadata is used to refer to any secondary piece of information that is separate in some way
from the primary data. Anetadata schemacan be used fodescribing metadata information about
resources in generabuch resoues alsanclude ontologies where a metadata schema can be used

as a bridge between the publishers and the users of the .dBEt@re are alreadynany common
technical specifications definingetadata schemasncludinggeneral resources metadata schemas
such as (1ISO 15836and KIhey contaira

aSi 2F aO2NB¢ St SYSyida o LIN® LAS tdlk ab&itthe orifig andl qR&itt ONRA 6 A

of data viaprovenancebased metadata schemas suchf&s , ) and many others.

To frame the evolution of the DPP knowledge graplstandardisedontologies will determine the
boundariesof possible expressionsf the graph.First, it is likely that a minimal uppégvel cross
sectoral DPP system ontology expressing the generic DPP data model with relations ardhieier

will be required. Then, ce the information requirements of each ESPR delegated act are known,
sectorspecific regulatory ontologiewill be needed to definesectorspecific terminology These
regulatory ontologies may or may not be aligned wikliséing sectoral or branch ontologiesnd thus

might require an alignment step. The regulatory ontologies may also extend or reuse elements from
existing sectoral or branch ontologies.

The creation of sutontologies is technically well understood bugpresents a social challenge

these ontologiesare designed based ahe agreementon terminologyof a large number of actors
possibly including the digital services department of the European Commission (DIGIT),
standardisation committeesindbranchandsectoractors To relieethis challenge, it can be said that

such ontologies can evolve in the same way as the system, given there is a social framework for the
evolution. This social framework can be provided by standardisation efforts but couldealdone

within the industry association of certagectors orbranches.

The Steps of Expressirgd IntegratingData/Metadata with one or more Ontologies

This sectiordescribes theexpression oflatathrough ontologies andhe semantic data integration
process. Irthe DPP ecosystent,is a requirement to link and integrate data from various sources, to
facilitate the data discovery process, to perform data analgsisvalidation and to offer integrated
guery services The integration process requiresetlexecution of various stepbat have totacke

5 Introduction to CIDOCRM Conceptual Reference Model (ISO 2112%)
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issueslike: (a) datasets are produced, kept, or managed by diffesmidrsusing different models,
schemas, or formats, (b) the same reairld entities or relationships are referred with different URIs
or names (and irvariouslanguages), (¢) datasets usually contain complementary information, (d)
datasets can contain data thare erroneous, oubf-date, or conflicting, (e) datasets may follow
different conceptualizations of theamedomain, and (f) everything can change (e.g., schemas, data)
as time passes. In the following, we analyse the main approaches and steps of ¢inatioteprocess.

T

22
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Data Collection& Digitization This step includes the collection of data in any fornfiatmn
their original sources in various ways, e.g., through sensors, datalmsagn from printed
paper. The final output of this step is a collemti of heterogeneous datasets expressed in
various formatsi(e.,usually in their original format).

Data Curation This step aims at revising the collected ddtsually the process includes:
normalizing their value¢e.g., capitalization, empty values, normalization of dates, multiple
values,etc.), b) cleaning thenfe.qg. fixing spelling errors, removing anomalies and duplicates
etc.), ¢) enriching them(e.g., add particular information not existing in the origidata) and

d) normalize their formatso that they are less ambiguous and their structure is simphiired
more convenient for next stepsHere, it isalsoimportant (if possiblg to assign a unique 1D
for the same reaWorld object for avoidingambigtties. As a result, local IDs can be
transformed into global IDike UUID®r URIs.

Data Modelling.It aims at adopting one or more proper ontologies based on the semantics of
the curated collected data and metadata, and extending it, if needed, sat tt& be properly
used for modelling the collected datd&art of this step includethe creation of the schema
mappings that will describe how the values of the curated collected data will be mapped to
particular classes and properties of the adopted dodry or ontologies Schema mappings
between different schema concepts can alsodedined.For the DPP system, at minima, this
will consist of the sectespecific regulatory ontologieand the corresponding schema
mappingsHowever eachsector, branch or even RE@ay opt forthe adoption of one or more
ontologies,that arericher and more expressiwvend fit better their needs In the latter case
schema mappings between these ontologies and the regulatory ones will have to be created.
Data Transformation.It aims at transforming the collectethd curateddata/metadata with
respect to the adopted ontologiesThis step uses the schema mappings that have been
identified in the previous step. Part of this step is the generation ofdbatifiers (e.g., URIS)
and literal values for the semantic resourckslso includes the process of instance matching
which identifies different instances referring to the same ergityoss datasetd his step can
alsoinclude politesfollowed for pecific data types (e.gusing the same measurement unit
when measuingtime). The output of this step is the integrated knowledge graph that consists
of the ontology-baseddescrigions. In the context of the DPP system, this step creates the
integrated ramed knowledge graph for thBPP data that will be exposed through the DPP
Data Repositories.

Data Exjoration & Exploitation. This stepncludes all the operations that can be delivered
on top ofeachknowledge graplti.e., DPR)such asccess servicgg.g.,browsing, querying
updating, searching, question answeringic.), validation servicesconflict detectionand
information extraction service@.g.,extracting particular entities from tekt
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2.2.3.4 Indicative Tools for the key Steps

Here, we provide mindicativelist of tools for the key steps, which are also presented in Table 1.

T

is an opepsource tool that handles messy data. It runs as a-bagad web
application that supports loading a dataselfganing and reconciling it, as well as transforming
it from one format to another.
is a free, opersource platform that providea suite of tools to construct domain
models and knowledgbasedapplications with ontologies.

IS a streaming/transforming CSV to RDF converter, which can build resource URIs on
the fly, can fix and remap datatypes and can map different groups of valudidoent RDF
structures.

is a mapping language expressing the transition from relational databases to RDF
datasets. RZRML mappings refer to logical talderetrieve data from a source database.
Thosdogical tables are then mapped to RDF using a triples map, a set of rules that maps rows
of the logical table into RDF triples. The R2RML mappings are themselves expressed as RDF
graphs.

is a suite of tools thais able to supporthe data aggregation process by

providing mechanisms of data transformation and URI generation. Mappings are specified
usingthe X3ML mapping definitiodlanguagewhich is a declarative, human readable language
that supports the cognitive process of a mappifige X3ML Engine is responsible for the
transformations.

provides a platformand a mapping language that can describe how to generate RDF
data from relationatlatabases. Ontop relies on the construction of a virtual knowledge graph,
using a virtual integration approach. This means that the original data reside in their original
data sources and are not transformed or replicated anywhere. They are rather acassed
guery time. The mapping definitions rely on R2RML language.

is an information integration tool that enables users to integrate data from a variety
of data sources in various formats, suchrelational databases, JSON, XML, CSV and others.
Users describe their mappings based on a target ontology using a user interface that
automates much of the process. The tool also supports the transformation of the data and
their publishing as RDF data.

is a library designed to make it easy to consume and produce RDF. It was designed
for use in mixed teams of experienced and inexperienced RDF developers. It is written in
Object Oriented PHP.

is a web service for parsing RDF data and transforming it into other RDF
serialisation format, including Turtle, RDF/XML, RDF/JSONpNs, and NQuads.

Tablel: Examples of Tools/Services for data curation, modelling and transformation

Tool/ Services Input format Output Data Data Data
format Curation Modelling Transformation
OpenRefine Tabular RDF Yes Yes Yes
Protege RDF RDF No Yes Yes
CSV2RDF Tabular RDF Yes Yes Yes
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R2RML Relational Databases | RDF No Yes No
X3ML RDFSchema RDF No Yes Yes
Framework

Ontop Relational Databases | RDF No Yes No

mappings

KARMA Variety of formats RDF Yes Yes Yes
EasyRDF RDF RDF No No Yes
RDF serializer RDF RDF No No Yes

It isimportant to note that Linked data, Ontologies, Metadata and Vocabularies are a conceptual step
for interoperability. This means th#he tools described are there to help, but the system itself does
not have to be built up exclusively with Linked dataerE are lot of connectors and APIs that connect

to widely deployed legacy data systems. But it remains important to have this interoperability layer in
mind when designing the production systems.

2.2.4 An interoperable level playing field

This document intends to explain the technological options stemming from the principles above. But
instead of describing a single solution, the document will describe optionswaggkstion®n how to
implement them using well known and widely implementetechnology In some cases,
recommendationsvill complement the information for decision makers and implementarBPP can

be potentially thought of as carrying all B2B, B2C and B2G information of products. Therefore, the
architecture needgo be preciselyscoped.While a speciainention on Dataspaces is included, the
connection to other developments will be just mentioned without diving deeper into the question on
how to integrate those and the DPP system.

The CIRPASS proposal for tlaechitecture of the DPPsystem has the function to create an
interoperability layer, not tgrescribevery specific framework rules or very specific toolifige basic
interoperability layer is provided by web technology. Web technology is known and was designed in
CERN to &w for a high varietyf information sources and information consumers to communicate.
On top of the web we know, a web of data for machines has been constrantkdtandardisedThis

basis has very few indispensable requiremefising URIs throughothe information system is one

of those requirementsBut as can be seen [g ], even for this requirement, there are ways
to accommodate situations where there is not enough space on the product to put aalatar with
a full URI. In this case, transforms are needesk Pshowspossible transformations without

being exhaustivelThe other central element is a target interoperable data format. But this agairs, doe
not mean that there is "the DPP data forma#'target interoperable format means a format that is
known to be syntactically and semantically interoperallidis document assumes to useL]f for

that without precludirg other solutions Additionally, theformat should have easy, well known,
widespread ways to transform fromlegacy datdormatinto the target format and back, respectively.
The currently standardised graph data formats have those properties. They even tragesdynto

each othervia upper ontologies. Those upper ontologies can then determine which elements in a
given vocabulary A are the same element in vocabulatyitherefore expectediat manyindustry
branch agreementsr standardson vocabularies will coexisind that not one single uifying data
vocabulay or syntactical formatvill beimposed
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But in order to be useful, the document will contain hints on how to achieve a certain required
functionality. This hint is in no wayrescriptive The authors of this document are aware that there
will be many ways to achieve a certain required functidpaln case other means are used, a
transformation will be required when talking to others in the network. Note that such transformations
consume energy and should be factored into the overall green balance of the entire undertaking.
should be noted tht nearly every element in the DPP System can be either implemented as a
networked service or as an applicatifeature.

It wasequallyimportant that this architectureconsides existing legacy systems and gients on

how to leverage them to producend manage a DPP. The DPP system described serves in those cases
as an interoperability layer between legacy systefsconnecthese systems to thBPP system, the

use of [DSA Connector technology is encouraged.

2.2.5 Use ofstandardised technology

Unfortunately, technology has not yet evolved to a point where interoperability between services and
applications isiatural. To achievénteroperability,certain constraints in the design of the system were
necessary. The systemtierefore based on Internet and Web technology. Ttkishnology is well
understood and standardized with free and open specifications available to everyone free of charge.
Using Internet and Web technologies means that there is a large variety of opecesdwt also
proprietary software,available to easily implement the features required by the DPP Sy3dthin.
includes software for the implementation of th&x|f Fand the[

1.

But havingthe basic components of the level playing fiedthndardised does not mean that any
combination ofthose basic components is already interoperable withoutitididal considerations
and furthertechnicalspecificatiors. There are still many things to be specified while integrating all
thoseconstitutive elements into a working DPP System.

In Art.8 (2)a[ Frefers to Annex 11l that refers itself t8015459:2016 for the usef Global Trade
Identification Numberor equivalent Meanwhile, the ESPRasks to registethe [ Pand the

[ Jinto the [ ]y which has no standardised format so far. It is expected that those
formats will be made availabldollowing the current mandated standardisation effoity
CEMCENELEC

Even though the data transport and the PBata e standardized technologies to get from a product
to the information not allprotocols and identifierseeded to go from a product to its informatiame
necessarily interoperable to each othérhus there may be more than one way to get from the
product to the information.The choice of an identifier will determine the set of systems and
protocolsto get to the DPP or product informatioifsee figure below) The information itself, the
DPP, has efficie¢ data interoperability up to the semantic layeFo exemplifythis situation, this
document offers a HTTP scenario following mainly the ideas laid down [isthe

hand another scenario wherdé same functionality is provided in a System u§inJ

and| ]s Both are widely standardised in Common Technical Specifications in the
sense of but cannot be mixed without a transformation step.
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* https://example.org/UID dldmethodUID
Product UID |« URL (e.g, RFC3986, IEC61406-x) ’ ’

Finding the resolver | DNS or ISO 15459 DID method (e.g. EBSI,
web method)

Finding the data | Resolver DID Document

Decentralized Data Repository (or dataspace
or maybe with Linked data API)

Accessing the data

Figurel. Different systems and protocols deployed for different Product UIDs

Based on the requirements and design principles defined abdwg,document first presentan
architectureand associated data flowfer the DPP system assumitite use ofeither HTTP URIs or
DIDsto connect tangible products witltheir associated dataValidation ofboth architectures is
performedby ensuring that allechnicalrequirements defined in each DRBer stoy are met.

3 Structure ofthe DPP System

As was already discussed #ef ], there are many ways tdesignand implementa DPP
system. This can be a central database, a framework or just a way to use existing infrastiveture.
depart from the assumptions and principles maddsia . The structure presented herein is
not the only one possible to fulfil the requiremersst forth in[ . Because the DPP System is
product centric, it is a way to discover informatiomile holding a tangible good in some wdhe
DPHRlataitself is supposed to be interoperalda the syntactical and semantic layeBecause graph

and ontologies are used, it is easy to merge information from various soknddecausgraph data
uses standardised formats that are widely used, there are many tadlsadyavailable for easy
transformationof DPP Datmto somethinghat can be extracted from or used the existing gstems

It is anticipated that a substantial part di¢ DPP data will be extracted froBnterprise Resource
Planning(ERP, Product Information Management (PIM) and Product Lifecycle Management) (PLM
Software transformed to fit the DPP system's need. And that DPP data can be easily imported into
such ERP stems Thesystem architectur@lsoconsiderdhe easy integratiomf existing systems, like
the widespread systems used in retail.

Thisdocumentpresentstwo alternative architectureso access the DRiata, knowing that there are
more alternatives Thisonly concerns the way to find the DPP dstarting from discovering Broduct

UID The DPP Data itseémainsthe same whateveroute to accesss chosen. fie two wayswere
selectedbecausethey are very commonly used and integrateell into the existing and available
Internet infrastructure.This will allow for a maximum reuse of a technology stack and network
infrastructure commonly available. Presenting only those two ways does not preatadestry
brancheswith an obligation toprovide a DPRo come up withtheir own way to go from §
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] to the DPPWhatever means are used to access the DPP information, the DPP information itself
uses a highly interoperable standardised format thiédwas for easy merging, splittirand analysis of
the data contained in the DPP. As pointed out[ia , this interoperability includes
transformation from and to legacy formats, integration into dataspacesraore.

The two ways of getting from the product to its DPP have similarities and differéfioeslocument
will first explore a structure that relies heavily on the HTild?ld of protocols, includinfl L$and web
servers Thebasic ideas behind this structureeainspired bythe GS1 Digital LinfDL)Standard in its

[ }. In this scenario, th§ Dis either a URI or can be transformed to a.UBRit
instead of pointing to the DPP information, it points to a resolver that can react on roles and does
redirects. In the second scenario, the ] is aDecentralizeddentifier [DI[] and uses a

predefined method to dicover information about this DI’he DID method allows to disco

1. This DID Document then serves the same purpasthe resolver in the HTTP &L
scenario. But the description of the DID scenario adds additional functionality that is enabled using
this way to linka productto its DPP, including identity management, access control and more. The
non-congruence of both scenarios is, thus, intendedhow the potential of the suggsted structure.
A dedicated application to discover DPPs mlagoseto implement both suggested structures in one
application

Both scenarios start with a diagram depicting the structure and the structural elements of the
intended architecture. Tis section only describes the structural elements. The relation betwieen
elements and thaelata flowsis detailed in[ ]
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Figure2. Structural view of the DPP system showing the structure, actors and components of
the system without showing the data flovier the HTTP architecture.

The above structure describes the HTTP centric architecture that is indyiréd [GS1Digital Link
Specification 1.1]2 The detailed diagram for the DIBenario is irfsection 3.2. The diagram does
not contain any data flows. The lines indicate a relatibary type betweerelements of the diagram.
Section 4 will add detailabout the relations and how they lead to specific data floWwkepoints
below will therefore only describe the structuralement or actors and their respectiverole within

the system For information on data flows between those structural elements, seetjon 4.

Below, all elements of the system as shown in the diagram are detailed. Some of the elements
represent actors in the system. Actors andtiating actions in the system because they have the
obligation to provide information or because they need informatiOther elements are just system
components that respond to requests or that have an API to allow them to receive or to send

information.

3.1.1 Responsible Economic OperatdREQ

Art. 2 (46) of the SPRcontains a legal definitionf the REQan "WS 02y 2 YA O
manufacturer, the authorised representative, the importer, the distributor, the dealer and the
fulfilment service providerthat is responsible for placing a product on the market or putting it into

service This definition remains unaffected by the recent changes proposed in the European
Parliamentin Documentl A9-20230272.
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The REO is a central actor in the system. The Draft Regulation agbaihe economic operatoin
this wider sense is responsible to make sure[the Piscreatedand attached to the tangible
product and that at least the mandatory informatigput into the DPP and made available.

An important questionis the creation of anEuropeanidentifier for REOs that need to register the
[ hal Pand a ) into the [ Jvaccording toArt. 11 ESPR This
guestion will be treated there.

There are manyemainingquestionsregardingthat central roleof the REOFor new products, the
assumptions made are nabmplex. An economic operator who introducegroduct into the single
market will have to create all necessary information and will be responsible for the DPP. It is
understood andnot very complexthat, in a product centric systepthe [ ) remains
immutable on the productvith the data carrier immutably attached to the tangible good it identifies

But once the basic actions and responsibilitiage clarified, there are difficult questions appeag.
The REO could remain responsible for the DPP informédidhe lifetime of the product. But what is
the lifetime of the product in a circular econofMWhile the legal boundaries between a refurbished
and a remanufactured product are cleaa ¢efurbished productlS NOT a new product, a e
manufactured products a new product), he boundary betweerthe uses of the DPP fan existing
productand a potential new produdtegins to blur in case of the remanufacturingrefurbishmen.
Indeed,for many pactical reasonselated to refurbishing and remanufacturing processa®duct
UIDs and existing data carriemsight continue to be used or new ones issuirdependently of the
above legal boundariedf the [ ] on the tangible good remains the same, who will now be
responsible to bear the cost of the information systemie ESPRgives a first hint in Recital 14a by
stating that ‘products that are remanufactured are considerechas/ products and they are subject
to ecodesign requirements if they fall within the scope of a delegatetl Huoe remantacturer is a
new downstream REO and the initial REO is released from their dlitiessystem can thus not
assume that the REO remaitie same legal entity for the lifetime of the product and that the first
REQmustbear responsibility for the DPP as long as the product exists.

There are many solutions these issuesA delegated act as foreseen in Ar{E&PRcan determine
the boundary between repairefurbishingand issuing a new, remanufactured, protiuilnn caseof
remanufacturing, theemanufacturemust have access to the entire old DPP Ddfatoand including
refurbishing, the DPP data is updat&iit in case of remanufacturing, a new DPP mussseedand

a new data carrier must be associated wathew [ ] It is a nontrivial question whether
the remanufacturercould be enabled to reise theexisting data carrier on a remanufactured product.
It is trivial to import relevant data from the previou$B into the new DPP, if the remanufacturer has
access. It would help if this access could be secured hyidetlve delegated acts fandustrybranches
and product categorieswhere this makes sense, especiddly highercomplexityproducts that are
assembled from independent parts like machines or.cars

The REO alsoustbear the responsibility to manage access for read and write events to thelbRP.

way, a repairer caadd all relevant information about a repair event into the DPP. To do so, the
repairer would need permission and it is the assumption here, that the REO is responsible for the
identity management thatllows to enrol arbitrary regirers.But given the decentralized nature of

the DPP graph structure, it is not excluded that a system could be designed that separates the
[ ] of the REO and the repairer. tinis case repairers would write

into their own repository that is queried on the fly in case a DPP Data user is queryinggioesents.
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But even in this case, the REO remains the first contact and thus in control of all further information
delivery. Arepairer, despite haing hypothetically their own repository, would have to enrol with the
REOIt is expected that delegated acts pursuant Art. 4 will also determine the access level to certain
datapoints.

Looking into the futurejt is expectedthat a REO of a highdevel product creates the DPP by
assembling DPP information they received from suppliers. If components have DPP inforthation
DPP can not only be used for the creation of the higbeel DPP. A system could also preserve the
provenanceof such data in the DPBllowing the standardized Ity The
assembly of DPP data that is therorstd into the [ Jorequires
merging of data from a variety of sources and network interfaces to upload that information to the
relevantnetwork services. The considerations around the merging of existing information into a DPP
is done in ]

3.1.1.1REOID

The ESPRremains enigmatic in this respect when noting in Art. 11 that a REgting or updating

the product passport shall request a unique operator identifier on behalf of the mélgst@r”. As the
ESPR itselihentions the use ofGlobal Trade ldentification Numtmeras provided bythe ISO/IEC
standard 15459:201for equivalentoneg, one could speculate thaté&levant actof could mean the
relevant registry in this standard. In tldase, GLNs (Global Location Number) from GS1 could be used
and would identify legal entities and locations. But the enigmatic wording could also open the path to
REO IDs that are linked to the Commercial Registers of the EU Member state. Another passtislit

use of DIDs to identify the REO. This is exploreddnt| }

3.1.1.2 Facility ID

The REO will also have to providg-a Jto the | IvArt. 11 ESPHust refers to Annex

lll. But Annex 1l (i) just mentions the Facility ID without defining it. A first hint is that Annex Ill talks
about a ‘uniqué' facility identifier. It remains unclear wheth a facility producing for many different
brands will have several "unique” facility identifiers related to the brand or whether the identification
scheme is really facility centric. In the latter case, a DPP crawl in the EU Registry will reveal all
custamers of a certain factorye.g.,a fashion factory producing for many brands. The notes on the
REO ID apply. The default will probably be an implementation of the ISO/IEC standagd

using GLNsr equivalent such athe IEG1406xX [ : ], with other options taken

up from the DID scenario or while-tsing theidentifiersfrom Track & Trace systems.

3.1.2 DPP Data user

The DPP Data user is a generic placeholder for a large variety of roles in the context of the information
system foranecoresponsible and sustainable econor®PP Data useare actorswanting to access

the DPP data for a large variety of reas@rsl according to certain roles (e.gsection 3.3 of
Deliverable D4.Jproposes anon-exhaustivelist of such possible rolesThe system can bear an
arbitrary number of roles without suffering additional overhead for interoperability. From the use
casesspecifed inD4.1, we will describedditional rolesto give examples for sualeson top of the

default consumer roleAs can be seen [g ], the roles can be used dirdgtto affect the type,

guality and quarity of data or information delivered to the DPP Data udéris may depend on needs

and access rights of the DPP Data user in question.
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Not all DPP Data users will start with fhe Jdescribed irf J: The scanning step
with a scanning devicesdescribed irf Tis only necessary, if tHeroduct UIDs not already

known to the DPP Data user. This meirad a DPP Data usesuch as consumercan actas a product
centric actor but other actors can use this architecture in an information centric marbetailed
options and data flows will be described] ].

This should detail the various roles of people scanningthata CarrierThose roles will then directly
be translated into &ypedLink request that idescribed laterThe rextsubsections describ#e most
commonactor roles expected tbe present inthe DPP system.

3.1.2.1 Consumer

The default DPP Data user is the consumer. A consumer is expected tdBcamat Ulpwith some
intelligent device like a smartphon@nd expects to get human readable information return as
described in the user stories in D4lfino other additional information is provided by the requester,

the system will always assume to serve a Consumer and will return human readable information. It is
expected that this information willdoin HTML and CSS to allow for a correct display across a high
variety of devices that can display informatiém a responsive waygonsideringall accessibility
requirements, even on devices with constraints

3.1.2.2 CircularEconomyOperator

The Circular Economi Operatorrole (CEOPis a very generic role that abstracll stakeholders
involvedin the circular economyincludingbut not limited to following rolesSorters, Recycles,
Remanufactures, and Repairers. The CEORs expected to use dedicated software to consume DPP
Data and to interact with the syster@EOPRcould use human readable information generated from
DPP Data, but it is highly likely tr@EOBwill consume DPP Data imeachinereadableformat that
easesfurther processing in their own production chaiDdepending on their needs, they will only
consume data points in a syntactically interoperable format. Or they will consume the full DPP
knowledge graptto allow for logical operations within more complexaohines or robots.

While the Consumer is expectéal have a purely passive reading role, so@ieOPRare expected to
write data back into the systenif an actor is supposed to consume privileged information or if an
actor has the privilege to also writeath or information into the system, this actor needs to be
identified at least in a pseudonymous way.

Note :the needed identity management system is not fully described in this document. A beginning of
a solution is detailed furtheradvn in[ }describing the structure while using DH&l within
[ }on DID and VC Data flows.

With the different roles of the DPP Data usersGEOP come differat requirements concerning
access to data, the data format and the various data flows and operations needed.

If the product is repaired, this can be done by the initial REO. It is worthwhile for the circularity of the
product in question to be able to folw the replacement of components or modslef a higher level

or complex good e.gtools, machines or cardf this is done by the REOigHatter can just update

the DPP knowledge graph in very easy ways. But the average case will involve somededepen
repair shop. This repair shop is also expectegrite information back into the DPP. But to avoid DPP
mutilation and Graphiti, the repair shapust enrol into an identity management systethat gives

write access to the DPP. Fortunately, the evagwetD system of the EU will facilitate the creation of
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such ecosystem and make it easy to enrol online. There is af @ski-competitive behaviour though
when excluding repair shopghe Competition authorities should be invited to take notice ofHiP
System.

Refurbishersand Remanufacturersan be seen as an extensive repair. There is a borderline where
Remanufacturersbecome themselves REOs. In this case, dbetrol over the DPP information
changesAs a DPP Data user, the access control systehe®PP system determines whether access

is given to all DPP information. For Refurbishers and especially for Remanufacturers who will take over
responsibility for the DPP, it is thereforesesitial that they have access and can duplicate the full DPP
into their own systems. This will then facilitate the creation of a new DPP for the remanufactured
good.

A recycler dismantling a product may also note into a DPP that a product was dismantled and recycled.
It may be interesting for public authorities todw how much of a product was recycledhow many
times an itemhas been recyclednd exploit the DPP system for extended statistics.

It is expected thalCEORwill indicate their role in theLinktype variable when doing a HTTP GET
request on the URI saulting from theProduct UIDThis will allow to filter down an extensive amount
of DPP Data to thEEOPRprecise need. It also allows for very specific requests,the transformation

of the DPP Knowledge graplata into the Administration Asset ShENAS) ] format that
can thenautomatically beconsumed by the machingbhat made that requestStandardisation for
Linktypes for typical roles of DPP Data users is expected to help the adoption of theyf&rA.

3.1.3 Public Authorities

Public Authoritiescan be divided into three maircategories:regulators customs, andmarket
surveillance authoritiesThe requirements known so far indicate that Public Authorities are mostly
information centri¢ and very fewDPP access requestdll start by scamingthe ID of a product.The
authorities are rather looking whether required information is available and compliant. Another angle
is the need for large scale precise statistitat help steering the economy. Thisdmnes possible
with an ubiquitously present DP&/stem in a given branch.

Regulatory authorities will benefit from a privileged access to[the } further described in
[ ]. TheEURegistry serves as a way to gain overview over the market concerning facts
that are of interest to Public Authorities.

3.1.3.1 Regulators

Regulators are expected to set certain rules within the DPP SystemDrHfieESPRsets forth
requirements for a DPP in Art.¢713. Additionally, in Art4, it allows the European Commiss$ion
adopt delegated acts with further ecodesign requirements, including rules for theviiitle.the ESPR
already establisheguidelines for theanformation conent of future delegated actsthesedelegated
actswill definethe mandatorydata points to be included in the DPP.

One way to automatically check whether a given DPP complies with the ridethis Public Authority

to provide aformal description (i.e norrambiguous) of the rules. To achieve thatrpaose, the rules

will be deroted into af ] template. All REOwill hence be abldo selfcheck compliance with
the requirements for thgroduct categonpof their productsubject to DPP requirement8ut not only
REOs are able to check DPPs agaimat SHACL template, but also other Public Authorities. The
benefit of using dormal format like SHACIs that it removes most of the ambiguities compared to
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natural languageeven if used as legal languagée disadvantage is that the burden of resolving those
ambiguities$ now on regulators when definirtige rules. But dittle higher investment on the top will
yield econonies of scale downstream in the system. Regulators atsy need to access aggregated
data and statistics as mentioned above to refine the regulatioetease important burdens or
otherwise adapt existing or create new rules.

3.1.3.2 Customs

Customs at Union borders control more than 350 sectoral legislationslditian, the task handled
by Custons are not uniformacrossEU Member states.

In accordance with ESP&istoms will verifythat the products placed under the customs procedure
release for free circulation (importave a valid DPP. This verification taile place electronically and
automatically through the interconnection to be created between EU Customs Single Window
Certificates Exchange (EU GEBRTEX) and EU RegisByt customs may also use the SHACL
validation templateswhich will likely be made available lile EU¢ Registry to validate the
correctness of the DPP.

Moreover,Qustoms and the Commission are privileged users of DPP anpd tfie Jas they may
retrieve and use¢he information included in the DPP and the EU Registry for carrying out their tasks
including in the futureQustoms EU Data HulRustoms caithus benefit from the DPP system in an
information centric way, but also in a product centric way.

3.1.3.3 Market Surveilance Aithorities

Market surveillance authorities check product compliance against ecodesign Tilese pblic
authorities mayuse the DPP in either a produontric orinformationcentricway. They can access
the DPP Information via the DPP Jror via the information contained in thig ]
They can consumeither human readable data or the machineadable dataformats. Thedata
selectiondisplayedwill be dependent on the context of the situation leading to the accesSRP
Data.The[ Jrdescribes a web portal in Art. 12a ltg implementation will likely behave similarly
to a specialisedsearch engingespecially ashe obligation to register all Product UIDs with tfi€

} will allow the search engine to cover nearly 100%ahe available information. Such a
specialized search engimeuld make automatic conformity assessmis using[ ]- The current
work of DG IT in the area of data catalogut®se sccalled core vocabulariesyill prove to be
immensely usefulMarket surveillance authorities may requipeivileged accesgueries to establish
statisticsabout productsas is donee.g.,in multiparty computation to generate neitlentifying
statistics without revealing any commercial secrets.

3.1.4 Product UID

The DPRystemarchitecture only works ifa Product UID iglobally unigie or can be made globally
unique when scanning th&g ]; the first option being mandatory for the EU DFie Product
UID is essentidb link up thetangibleproduct with the information about thatangibleproduct The
Product UlDtself does not have to be in the form of a URI. Often, constsaint space and memory
for the [ Jrwill mean that a number on a produatust be rather short.But those short
numbers can be transformed into URIs by thel]. The DPP Systeproposed in Figure provides
modules to transform those shorter numbers into globally uniduieIsthat are resolvable in the

33

s
CIRPASS

Digi


bookmark://_EU-Registry_1/

DIGITAI2021-TRUSD1 D3.2 DPP System Architectt
system.Whichmeans that the shorProduct UID does not have to be a URI or URL in the sense of
[ Jeor IRI in the sense ¢F ]J7 But there must be an automatic and standardised way t

transform the Product UID into a string that is globally unique and fulfils all the requirements from
RFC3986 or RFC3987, respectively. In Dasentralizeddentifiers[D![]s are used, theyare URIs in

the senseof RFC3986. But theyill have their own transformation mechanism, explainedhe DID

[ ]. The details on th transformation ohumbers irto URswill be given i b

This section assumes a Product UID but does not detail how such a UID is formed, designed or
constructed.Requirements founique identifiers suitable for use with this system are exposed in

[ ) There are many options, ranging from pudereferenceableURIs
accordingto [ Joover the use of [ Fup to IEC 61408 specifications that add
principles and restrictions to the foration of a UR[ : ].

To be machine readablehé Product UIDwill be transformed to beecordedin a Data CarrierFor
example, m the case of aQR code, the alphanumeric string will be transformed into a maehine
readable graphicthat is then printed onto the produciThe Data Carriewill be immutablyattached

to the product subject to a DPP obligation.

DIDs are also taking the form of a URtase the REO uses DIDs for identificatitowever, although
DIDsare URIsthey need different steps to resolve them and to obtain the corresponding DPP. Those
will be detailed i ].

Art. 9 B) [ Frorders the REO to provide the Product UID also for online marketplecsgever,

the online marketplace doasot give access tthe tangible goodvhich would allow direct access to
0KF G 32 BukRAR.2 ESPRtrequires a DPP user to be able to discover DPP information from that
online offer. here are several ways this could be realized. First, a simple link, e.g. under the photo of
the good, can be created using HTML link elements. Thathlankpoints to the resolver with either
delivers information or redirects to the DDR.

Online sales will often only offer information related to fungible goods. In this case, the good is not
individualized and no individual item or batch level DPP informatiorbe given. In this case, the link
described has to point to model level information. At a later stage in the purchase, the good will be
individualized before it is delivered to the purchaser. At this point, an individualized Product UID can
be given, ifrequired e.g. by a delegated act. This individualized Product UID will then point to DPP
information that contains at least the model level information already visible when looking at the good
online.

3.1.5 EUReqgistry

Art 12 (1)[ ] orders the European Commission to set ugw@opeanProduct Passport registry
called the registry To achieve disambiguation with other registries, we call it theReyistry.
According to Art. 12 he registry must at least includie following elemets:

1. Theunique productidentifier, seg[ ]

2. The unique facility identifierseg| ]

3. The unique operator identifieiseg] |

4. The unique registration number

5. The product commodity codén caseof products intended to be placed undtre customs

procedureYtlease for free circulatiadp
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6. The batteries uniquéentifiersaccording to Art. 77 (3) ¢F Jiin case
the Product isan industrial battery with a capacity greater than 2 kWh or electric vehicle
battery.

The Commission can mandate any other information to be added in delegated acts according to Art.
4 R This could include, for example, the link to the currently active resolver.

While, acording to this architecture, the unique registration number and[the: P could be

the same numbewithout any negative effects on the systedwt. 12 (4a) of theffSPRstates that

the EUregistry shall automatically generate and communicate to the economic operator this identifier
upon upload of the information ass@ted to the three identifiers for a specific produ¥fia the DPP
knowledge graph, Ite [ } is linked to all other information like the REO and other
information. /s the| D is supposed to be globally uniqutcan also link to registration
information. But depending on implementation details, mairfyhe EURegistry is implemented as
SQL database, a lead table is needed that would carry the unique registratmber accordingo

Art. 12 (4a) ESPR This means the addithal registration number has no influence on the overall
system here and is just an additional data point that is carried only in tHRdgfistry.

In case, thef ] stored in the [ ]ris not a dereferenceable URI, Elf
] from that nonURI | Pto a URI must be done in some way for the system

to function properly. It can be assumed that a normative interpretation will make clear it |

land | Pare linked via a standardised and wieltmed procedure. If only the UID is
stored in the EtRegistry, the [ ] must be known to the ERegistry. It is
therefore recommended, that the ERegistry rather stores the full URI. This can be done at
registration time by submitting a URI or within the-Registry by applying the known transformation
to the number submied. A special attention should be given to current works on ISO/IECDIEC1 [

1.

Many products regulated byproductspecific legislation undehe | Rframework legislationand

put on the marketwill have mandatory DPP issuing requiremeatsl therefore will have tde
registeredin the EURegistry. This creates a central point of information in an otherwise decentralized
system.While this has significarddvantages for market surveillance, a significant load on such a
system can be expected as all decentralized actors will have to interact withiith can undo some

of the advantages of the decentralized nature of the systéfiarther opened, the EXRegistry would
allow a DPP search engine to easily collect and index dataw®hld allow to build a Web portal
according to Art. 12&[SPRthat doesnot hold the information itself, but only indexes the information
avalable in the system and poisior linksto the otherwise decentralized infoation. This can work

for normal consumers via some web browser, but also for robots doing data science and reporting
results in anachinereadableway.

After havingminted a [ }and after havingassociatd this [ P immutably with

the product the REGs expectedo registerthe information mentioned aboveo the EURegistryia

a standardised APAllowing REOs to store information about the REO resolver in the EU registry would
be advantageus as this wouldallow to explore all possibleays to access the DPFhe exact data
flows and details on how the REO submits thermfation will be further detailed if 1

The central EURegistry can be constructed aa simpleand fastkeygvalue store that can hold
information, depending on the requirements for the product class gi¥eording to Art. 12 ESPR,
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the REQmay be obliged to senthe [ } and required additional information to the EU
RegistryIn particular, i would be a good idea to oblige¢tREO$0 alsoprovide informationon how

to reach thelongterm archive or EU archivky OF &S G KS w9 hQa. IndeBdyIIS NJ
additional sustainability of theystem could be achievedtife information in the EtRegistrywould

also contain a link to the resolvef the DPP service provider which holds the DPP baftkugpgiven

REOA "resolver'is acommonly usedveb service that receives incoming requests, formulated in the
form of a URJand then redirecs the request in the sense of [RFC9110], to the apprafeitarget
(another URI) or targets (a list of UR®)is additional featurés exemplified in this document via the

DID data flowsection.

As currently constructedArt 12 [ESPRrequires the EtRegistry to contain allnique product
identifiers of products subjected to mandatory DPP requirememtsalready indicated, having all
[ Js of the European single market in a database can add up ltd of irformation.
Therefore in Annex lllthe [ Frallows delegated acts to only requilPPs with batch anodet
levelgranularity.However, withmodel or batch leveidentifiers the DPP ofmindividuallyrepaired
customized orefurbishedproduct cannot be found.In this case, the EBegistry can only point to a
model or batch DPPwhich in turn makes the ERegistry an informatiomentric system that can
harvest information on certain modelsor batchesof fungible goods. But repairs otifetime
information about individuaproducts canot be accessedThis will greatly reduce the utility of the
DPP systemand the aforementioned potential utility of the ERlegistry. A careful evaluation of the

product classhould be done beforasing model or batch levél i)
Another very nice functionality coufabtentiallybe carried by th&EURegistry. If, for a given ],
the EURegistry also registed the URI of thd I, the EURegistrycouldact as eResolver

of Resolvers This can be compared the Domain Name System (DNS) where theREgistry would
play the same role for DPPsthg Rootc DNS serverplay for resolving hostname#éll nodes in the
decentralized DPP system would then have a central point to find information in case of changes. The
EURegistry would only return ththen current RE@Resolverand allow a requester to then further
explore the contents of the REQO's systei®sch informatiorabout a backup resolvewithin the EU
Registrywould provide an easyesilierce against REO failures,g.,if a REO goes out of businels.
receiving an HTP status 404 (not found) upon a request to a Product &IIEU DPP applications
could ask the ERegistry for thecurrently relevant resolver. At the same time, the full list of REO
resolvers will allow Market Authorities to create search engities can batch-crawl all relevant
Resolvers and then access the relevant DPP Knowledge withpa privileged access to the product
information. This way, targeted statistics or compliance controls are very easy to impleAmhit
could be the backbone forworking archiving system for DPP informatiarcasethe REQyoesout

of business. It is understood that the fRégistry will not hold that archive itself, but that it would be
the central pant of informationpointing towhere eachinformation is stored.

3.1.5.1 TheValidation & Control Engine

The DPP imodelled asa knowledge graph as explained[i® } To make the knowledge

graph interoperable, it should follow the relevant W3C standards, espeféidily 1.J2 The DPP graph

in RDF, whatever the serialization, can now be checked for correctness. The way to do this with graphs
is to use theShapes Constraint Language{Ad. The| ].Control Engine has two functionis.

6 See also Section 3.1.10.2 on the [Defaillt ]
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will hand out templates to REOs to validate their DPP. And it will be able to help Market Authorities
to validateDPP information found while searchitige DPP dataspaces

Looking at this in detail, itds to be noted thathlie DPP knowledge graph contains information about

a productincluding semantics And becage it is linked data, it also contains information about
relations between certain of its data pointg: Jecan beused to validate and constrain
information expressed in XML. This way, a system can constrain a field to only contain numeric and
not alphanumeric character3rying to enter "A" or "B" into that field yields an err@his way, things

can be validated on a syntactical level. But this is not sufficient to validate things on a semantical level,
let alone on a relational level.

[ ]is a language for describing and validating RDF grgphs.C]lallows to construct ao-called
shape The shape is in fact a template description of elements and relations in an RDRhgagph
expresgs constraints over the values of those elements and relatidigh SHACL, it is pabke to
construct amodel graphthat must be at least presenThe presence of all elements, relations and
values irthe actual graph is then checked against that template. Failures can be reported precisely.

This is a very generic and powerful mechanisnest a DPP and to validate its conte®imple
regulationslike parts of Delegated Acts according to Art.E6PRcould be translated to[ ]
shapesby the regulator as already mentioned fia } on Public AuthoritiesAll actors
involved, the REO, Customs, Market Authorities and other service providers can then check the validity
of the DPP automatically, without any bureaucratic overhead.sSRB@d test automatically the DPP

they are about to submit to th§ } or to the Decentralized DPP data repositorjus, this
guickvalidation check could be done before DPP registration in theegistry, diring the registration
process (automatically), and at any other time after that.

The[ Jis an ideal place to carry that functionality for REOs and Public Authoritieslalike.
allows for the verification meioned in Art. 12 (2)§ F

3.1.6 Data Carrier

TheData Carrier is either some @RBde, RFID chip or oth&ata Carriethat is ideallyimmutably

attached to the productln Art. 9 (1) a oftie lateg iteration of the[ESPIZ A G0 Aa &Gl GSR GKI
carrier shall be physically present on the product, its packaging or on documentation accompanying

0KS LINPRdzOGZ & &ALISOAFTASR Ay (KS | LILMInt@ebrPt S RS .
system, he Data Carriecontainsa physical instantiation of thg ]. The only condition is

that the number must be readable bysaanning device that can extract the number from ata

Carrier Data arriers often have technical limitations in terms of memory or characters they can
represent. The more information is encoded, the bigger thecQies become. On a smidim, it will

be difficult to encode much information in tHeata CarrierThe only thing th®ata Carrieneeds to

contain is the Jas it is the necessary conditidor the systemto find the corresponding

named graph or DPP. This is why it is recommended to only carfy?the Jrelated URI In

[ Jthere is an dditional option wherddentifiersare even shortefand are therefore not

URIs)but there is a known transform to construct eRUfrom that number or IDThis option is

explained further down i b

Art. 9 (3) of the] Frcovers a situation where a product is soldineand no physical accessthe
physical goods given. In thisase, the online marketplace is still obliged to provide an easy access to
the DPP information. To do this, the REO can either provide a copy Data€arrier, most pobably
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a QRCode(this can be helpful when brasing an online shopr a flyerwith a mobile phongor the

REO can provide a link that can be clicked. Both can be easily implemented in the System presented
here.

However,whenever the Data Carrier holds a link, iheeds tobe a canonical URI as definad|

. LY Y2 NB TheSanbnicél &ink relation specifies the preferred(liRernationalized
Resource Identifiersffom resources with duplicative content. Common implementations of the
canonical link relatiomre to specify the preferred version of an IRI from duplicate pages created with
the addition of IRI parameters (e.g., session IDs) or to specify thesaggeversion as preferred over
the same content separated on multiple component pagé&anonical 61 Digital Link URIs are
defined in[ JidD Links as defined By , ] are
URIs, but also need to be madaronicalhere according to thgRFC398€ section 3.1

3.1.7 ScanningDevice

A scanning device is a device capable to extrac{itie ] from the [ 1 by some
technical process. This process can be optical, like in the caseaid@Band Barcodes But it dso
canuse radio waves to extract a number from an RFID tag. The scanning device can be integrated in
the Internet connected device or bmtally separatefrom it. The scanning devigest needs to
communicate to the Internet connected device in some way, not necessarily via internet. A mobile
phone e.g.,is a scanning device and @i Jat the same time. Aashier
scanner that just scans things and communicates via a proprietary protocol to the-@hiesistem

is also a scanning device, despite not having any logic to dexddensform the[ ]. The
scanning device reads thie Jrand pushes the gained information onwards into the system.
However, ongoing development in thetail andscanner industry ] will add the capacity for
point-of-sale scanners to parg8S1 Digital Link compliant I$Rand extract GTIEnd any available
supplementary data from the URIE , ] defines additional constraints on top.

3.1.8 Internet ConnectedDevice(ICD)

An Internet Connected Deviée a computational device capable of receiving the information of the
scanning device and to further treat that informatiorh€llCD is a moduler application that has
several tasks.

First may transforn ]s into something useable by the system. If a product is small and has
not much space, the QR code may be very small and only carry a numbscditieg device serves
that number to the ICD. The ICD can now do the transforms from Jto [ JTURI itself

or it can ask a service online to do the task and to return the result.

In its most basic instantiation, the ICD isapplicationon amobile phone that scans a @Rdeand
returns product information on the screemhich can be done by thehpne's camerapp or with a
dedicated ApplicationBut ICDs can also be highly sisticated operational modules in a recycling
machine that reads and caches Product category data and does autosnaing while products pass
o0& 2y I 0S8 fcledthdiformation, K tadgb @dking¥ér the information it needs.

The ICD is under the control of the DPP Data consumer and serves the DPP Data cbgumer
delivering information tathem to be displayed or otherwise computéd order to make decisian
based on DPP information
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3.1.9 UID to URtransformation

If the DPP is supposed to work also in the retail chains without much change, barncosise
considered Very small products have limited space for€@des. Small RFID tags have limgttage
capacity. Many products in the market have already numb@&ars, for example, have a Vehicle
Identification Number that is linked to information systemsit Bhose arenot in the form of a URI.
How to integrate them easily into a DPP systdibt yeta canonical URI in the sense &ff )6

the challenge ito transforma globallyunique numbelinto a canonical URThis waythe number is
transformed into a form that allows to get to the DPP data about {Rat ]. This means, the
number, directly or indirectly,must enable the information discovery, the path to the DPP
information, in some way. This document assuntes information discovery is either done via a URI
or via a OD (see § ]). The UID to URI transformation module represesmttep necessary if
the requiredinformation is not already fully encoded the right formatinto the [ ]. This
will currently often be the case. An application reading that nhumber needs to proceed with a
transformation step or call a transformation service before giving a usable URI ba€dD

3.1.9.1 Camera App

The Camera App is just the normal camgrp an the average smartphone. Most of those are capable

to decode a URI from a @Rde.In case thq ] is a URI, most smartphones can send a
[ JIGET requedb some serverThis is the default scenario. The data fldarsthis case will be
detailed in[

3.1.9.2 GS1Digital Link

Bar codes on products have a long tradition. Their widespread use started already in the seventies of
the last century. Bacodes represent a Global Trade Identification Number, a GTIN. They follow the
rules set forth irf }9GS1 has issued a new standard specifying how to transform a given
GTIN into a URI. A Baode reader is a scanning device in the sense of this document. But neither the
Bar Code nor the resulting GTIN argRl that allows an application to find a resolver that will tell it
where to find the DPP data. But if the application has implementedXtigital Linkransforms of GS1,

the GTIN found on the product and servindas ] can be easily transformed into a URI. This
URI will point to a reolver and the resolver itself will return the place wherditm the appropriate

DPP data.

3.1.9.3 Web link& ID-link

Identifiers can be implemented on a granularity level that is useful for the product under
consideration: either on item level for products that bear an individual serial number, or on product

model orbatch level where serialization is not appliéd case of IBink [ : ]
specify the relevant principles and restrictions for the identififthose are additional constraints
compared to a free use oR} Jrto serializeURIs agdentifiersto identify products|[ Jds

an obsoletedspecification folURs that simplifies the resolution of theentifier to the final source
of DPP dataBy using the Internet Domain Name System from the host part of theNddIufacturers
candefine and take responsibility aheir own domain name, and codify product identification (on
model, batch, or item levelthe reason being

1 That waythe identifiers can be assigned without a central registration authofyly the
domain name must be registered in the DNS systéqa for every URI according taff ]
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1 no incremental cost for each created identifier.
1 Weakness of the Domain Name System, hehedgorwardlooking suggestion to use DIDs in

[ ]
3.1.9.4 Other methods

It is not excluded that a branch of industrywémnts their own numbering scheme that fulfils the
requirements set forth in Deliverable D3.3 and offers their own stantklidg how to transform the
numbers into URIs.

The caveat here is that, except for using DIDs as explained below, inventing madrering schemes
will require some intelligence in a DPP application or some service capable of transforming them into
a URI in the sense oR[ ] and even better into HTTP URIs. Those naming schemes, before
transformation are not interoperable as suchif they are done in open specifications, it allows
everyone to produce their own software to decode thelins therefore encouraged to only use HTTP
URIs or DI®with widely known methods It is recommended thathe transbrmation of |

]s into URIs should be standardised in a common technical specificatferred to in Directives
2004/17/EC, 2004/18/EC and 2009/81/EC, and Regulation (EC, Euratom) No 2342/2002

3.1.10Resolver

Printing a URI into a QR code was invented in Japan in the late nineties. The QRiecdddd a URI

is discoveredand a web browser will do a HTTP GET request anURI This will return an HTTP
object, normally a web page that is then rendered it web browser.For many reasons, just
returning a web object from a URI constructed from fRe Dis not good enough for the DPP.
It would reduce the DPP to a consunigiormation tool, a kind of dedicatedna regulated consumer
information page. Such a convenient simplified manual would be alstekwards. Instead, CIRPASS
proposesan information systenfior the DPP systemptimized towards data reuse by all actors of the
circular economy that also includésiperatives of protetion in a competitive market of circular
economy actors.

A DPP systemill haveto cope with acomplexity that is significantly higher. For a consumécourse
it should just return a very relevant web pagélherefore, the default redirection is towards a
webserver that will itself draw information from the data repository and send back a web page.
other actors of the circular econonmand for market authoritiesit should return machine readable
information adapted and aligned to their needs. DPP information is expectedrdo/, and the
architecturemust respond to this perspectivey offering highly sophisticateshechanism of role
based information filteringTo addresdoth syntacticalinteroperability clallenges and challenges
around information filtering, the resolver is a key node in the CIRPApS8sal for theDPP system.

[ ],again, serves as a trail blazer. Instead of requesting a URI to a weh seever
expectationis that the URfelated tothe [ Pwill point to a "Resolver". This resolver will
then redirect the request to the appropriate targ&edirect means redirect in the sensq/ef ]
Toexpress the roles and relationSS1Digital Link 1.1.2 us¢5 Jito define those relations and
GS1 has published It of possible link types inJ } within their GS1Digital Link
standardisation effort. A system not usitige GS1 Digital Link standasdll have to undertake similar
efforts in order toprovide roles and relations that can lmensideredwhen asking a Resolver for
specific informaibn from a given DPP Data pgository. In essence, in a DPP system, we will need
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standards around DREhk-types, for example based on rolesch asconomic actoréke consumers
or recyclers.

The fact of having a resolver not only allows to filter infatimn according to actors and rolds,t it
also allows to cater tonteroperability needs. If a industrial DPP Data user's3ystems consume
Asset Administration Shell informatiqAAS) } and if thee is atransform from the
knowledge graph to AASequesting the URI constructed from tfe Pwith Linktype AAS
could return the DPP mn AASspecificformat, or any other format if the link type and the approgeaa
process are defined and implemented by the REO Resolver and the DDR.

This initial redirect function of the resolver is thus a central element for the interoperability and
manageability of the DPPsgm. A system using DIDs as explainefkin ] will use the DID
document to provide the same functionality.

3.1.10.1 REO Resolver

The URI constructed from tHe Pwill be used by thé¢ jto issue
a HTTP GET request accordingR6-TC911)0 ForDIDs the process is differeand is described in
[ ]. For the defaulbehaviour concerning consumers, seeq ].

As explained above, a "resolver" is a commonly used web service that receives incoming requests,
formulated in the form of a URI, and then redirects the requesthinsense of [RFC9110], to the
appropriate target (another URI) or targets (a list of URISYhADPP system is decentralizékis

means that every REO can have their own resolver controlled by them. This is very close to the
commercial reality where ampanies fear informatiorand idea leakage that could constitute a
competitive disadvantage. This is why companies want to have control over what information they
share.The DPP System takes this into account by its addressing scheme in the HTTP adrdabsd, b

in the DID contexBy controlling the first servdi.e., the REO resolver respond to the request for

the DPPREOsiso contol how such requests will be answered. Resolversesastper REO, or many

REOs can pool together to share the burdmd reduce cosA REO resolver is a concept that can be
implemented in many ways. The central requirement is that the resolver operates under the
responsibility of the REO. But a REO can outsource that service. It is expected that industry branches
use their associations or representations to pool resources for the delivery of @R@sr DPP
resolvers This has the advantage of stabilizing the existence of the resolver against the risks of a
market system, where companies can go out of business. iifdustry organizatiormosts aresolver
servicefor all its members, it can maintain the relevaetirectioninformation despite one member

that ceases to existt is further expected that industry organizations will also propose DPP hosting
and backup services to their members.

The HTTP GET request caralpéaindefault GET request. In this case, the resolver skalll back the
URI that allows to load the Camser DPP information in HTML and CSS to allow for full mobile
integration, internationalization and accestiilyi features of the web. By default, requesting the URI
constructed from the Pwith HTTP GET musdturn the DPP for consumers, exclusively
with public data and serialized in standard HTML and &8 that the architecture does not exclude
that the REO Resolver directly returns that HTML/@@&8Bmation in the HTTP responseithout
redirecting first If there is fear of too much advertisement and misinformatioalegiatedacts can
limit the information that can be contained in that server resposeequest from a Circular Economy
Operator CEOPInay also include a specific type in the HTTP GEEseqthis GET request will insert
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a specific type into thelTTP Link header field when issuing the request. It is expected that the system
will follow [ Jéin this caseUpon such a requesthe REO resolver will retura URI specific to
that link type.This can be a file, but also a query intG& PR Jlendpoint.

An additional very useful feature is specified it ] and usedin [ F An
application can request a set of links from the resolver. This will rehgrtist of all available link types
for that resolver This way, an application can discover ladl bptions available and a configuration or
an algorithmmay choose which one to use.

Resolvers can be chained. This means a resolver may redirect to another resolver in case a content,
link type or information is unknown amavailable. But that redireatan also work to help with load
balancing. This way, a manufacturer also can redirect to the resolver of thaesupgVing delivered
important components of the final product. The decentralization is thus not limited to REOs only.
While RE@may reman legally responsiblethey can delegate obligations from the DPP to their
suppliers via that feature.

3.1.10.2 Default EUResolver

REOs can go out of businedghen hey cease to existheir infrastructure will cease to exists well
But there is a high probability that products from that RE®still circulating in the market. And when
those products are in their endf-life phase, they will be funnelled to ar€lar Economy Operator
for recycling. That means in the most cruciahpe, the information would not be available anymore.

The[ Dis still on the tangible good tbe-recycled. The construction of the URI according
to a standardised method is still feasible. Butquest tahe URI would just endiia HTTP status 404
¢ Not Found. This is a general problem of the web. Content disappears and links point to nowhere.
For some content, this is ngiroblematic. But already very early, people started to think about
remedies to thisunfortunate fate. The soclly interesting one is th¢ ]. People can
point to interesting content and the archive will fetch the page and conserve it ifirtke
]. The preserved pages can be aceds#ia the Waybackiachine. What is interesting is that

the Internet Archive can survive with donations. This hints at a very high social utility that pushes
people to donate. Another approadb ensuring contehcontinuity on the Interneis the use of so
called Digital Object Identifier®[]. Aunique ID is created with a certain scheme or algorithm and
assigned tpmostly scientific, articke Calling the DOI server then allows édirect to copies of that
article. There is a shift in paradigm as the same object can have one D€inbio¢ found in various
locations under a variety of URLSs. It is important to recognize this shift as the Linked data world
assumes that the URIs identify an object and thus, for the Linked data world, those are different
objects of the same typ&.he | Jcan act in the same way: One ID can, via samogvk root
resolver, point ® several other URLs where DPP Data can be found. The DPP system Wit itst[

] thus uses a similar concept than the DOI systemt has additional requirements set forth below.

An application receiving'ano-host" orHTTP 404 messages will need to react in different ways than a
normal web browser. Thi ] is there and allows to construct a valid DPP, bRl the next
step, the request to the resolver, is brokdhthe [ I is gone, there needs to be another
service that can answer questions. This is where th&®E&blver comes into play. There is a very close
relation to the ELRegistry descrilekin|[ } Butthe EU resolvefor root resolvey and the

[ J are conceptually two distinct services, yet they semearly the same purpose.
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According to thg |z the REO must deliver certain information into e . As already
noted in section 3.1.5, theEU } could potentiallyinclude information about thecurrent
resolverfor a given [ ]. In case a resolver going offline because the REO goes out of
business or for any other reasptine [ } could beinformed via the same ARiat is used to
submit the [ p of the newcurrent (backup resolver Where the industry is organized in

branches and have their own industrywide organization, one could ireatiat they provide a
fallback resolver for thie entire industrybranchinstead of using thes{ ] for that task

A DPP application though cannot know aballieventuabackup resolves: The applicatiothusneeds

a way to discover where to find the relevarrrently activeresolverin case the REO Resolver is not
responding Thisis an issue very similar to the issue solved by the Domain Name System. So, if the
applicationfails to comect to the resolver from the Data carrier informatidtnwill have to ask a
defaultresolverthat is hardcoded into the application itself. This is the EU Resolver or root resolver.
This root resolver is a very efficient keglue store and just knows wdti resolver is responsible to
respond to a givef ]. As hinted already, the] } could potentially take that role

of root resolveron top of its other tasksThe ELRegistry would then also be the EU Resolirethis

case, the application having not being able to contact[the Ewill ask the root resolver for
more information. The root resolver can now returfiarmation about where to findhe relevant DPP
knowledge graph. Or it just redirects to another resolver that knows more abou-the .

The application can now continue to work with this new resolver it des@\thanks tothe root
resolver As a root resolver contains mostly the same information as|[te ], it may be
efficient to combine both concepts. But they do not necessarily have to be combined.

But the iformation can't be fetchedrom a REO that ran out of businessthere is no DDR anymore
The information musthave been archived before the REQ's infrastructure ceases to exist. The
information still needs tobe somewhere, hence the concept of accessiblarchive.To sustain the
information, some system of archivimgust be included in the DPP Architectass further detailed

in| R
3.1.11PDP¢ The PolicyDecisionPoint

Policy controls and data procasg constraints can be very important in a context of commercial data
exchange. While consumer information is expected to be publicly available to everyone, information
about the composition of materials, supply chains and other details can be highlyivseasid are
expected to be only available under certain conditions.

One difficulty is that such policy controls can be implemented in a variety of ways. As the REO controls

the resolver, either directly or through a delegated service arrangement, thecRiE@lready control

access to the resolver. As the resolver is, in essence, a web server doing redirects, normal web identity

management can be used here. Because this is just normal web technology, things like Web

Authentication and FIDO can be used &t @&s the entire toolchain around the elD implementing the
FEven more advanced systems can use DIDs as describgetimn

].
When thinking about a DPP, one may be tempted to think that only the REO provides information,
and that access control is limited to read access. For a pure consumer information system that may

be true, but as soon as supply chains and repair come into the picture, it becomes clear that read
access is not sufficient. If the DPP is more than yet another label, the repairer must be able to log his
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repair into the DPP information system. This means RE€istoeenrol repairers and other value chain
actors into their system to allow for write access.

With the link type being able to announce the role of a requester, the system can react to that role
including a specific policy per role. A recycler will needsitive information about the product for
better sorting and for the application of specific recycling methods. But REOs fear that the recycler
could amass data and information to a point where this recycler can draw commercially relevant
conclusions tht may be detrimental to the REO's market position. This is wirggige controtomes

into the picture. Because the DPP is a graph, policy information can be easily added as an annotation
to the product ID. UsingJDR], this allowgo mirror the role in the permissions and rights to process
sensitive information from the DPP. Such systems have been proven to work already in several
industrial use cases and projects. Because the DPP system knows about roles, permissions can be tied
to those roles. Beyond access control, we can now talk about usage control. Instead of complicated
legal paperwork, the data carries the permissions with it.

This concept of rules that determine usage limitations for data is at the heart of dataspaced. [
defines a dataspace as data exchange plus governancefl[FFo4 this governance has certain
conditions, namely security, certification and trust requirements between the parties participating in

a given dataspace. As the DPP system can carry information about those requirements, a DPP system
can be easily integratedhiand delivered from a dataspace. An additional beneficial aspect is the
concept of dataspace connectors. Those can be used to connect legacy systems to dataspaces.
Conceptually, the DPP Systenmisre than the [ )} dataspace Refence Architecture Modeds it

has several aspect®ncerning finding information starting from the product. But whether the DPP is
served from a database or from a dataspace is a technical implementation. déiigiimeans that all

DPP Systems implementad dataspaces are valid DPP systems.

While this is nice, conceptually, it also helps to fill the most important gap in the system: Semantics,
Vocabularies and Ontologies that will be specific to certain branches. As those are also used in the
dataspacesthere is a stronger incentive to create those missing components and use them for the
DPP and in dataspaces exchanges in the market and between parties of a supply chain. A DPP can then
be a side product of those digitized information exchanges alondua chain.

Remark: it should be noted that eIDSA was made for contracts, not for products. Applicability for
Market surveillance and customs authorities needs to be verified.

3.1.12DecentralizedDPP Datd&repositoriedDDR)

The| 1 only redirects. The information about the tangible good carryir§ @ Dis
stored in some data repositorit is assumed that the system operating the data repository will be a
state-of-the-art data system with backups, load balancing and other features needed to tsafail
Secific commitmentdor uptime and connectivity will bdescrbed in theService Levehgreements
(SLA)However, he notion of[DCH] is an abstract one. It describes the point in the system where the
DPP information is store@he resolver kows about those data repositories and can link to them via
the redirectionas described ifi pabove and later irf ]} on data flows

The CIRPA®Eoposal for theDPP System assumes that there will be many DPP Data Repositories

1 A REO can build and maintaisiown data repositories.
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9 Itis not excluded that several REOs jointly operate a data repository or have a data repository
by branch.

1 A REO can delegate itssponsibility to a DPP service providenich will operate a data
repository on its behalf.

There is no hindering on conceation as there is no technical obstacle to distribute the repositories
even more. It is expected that the operation of a data repository will follow operational structures in
REOs or braneassociations of the REO's industry.

3.1.12.1 An interoperability layer built usinglinked data

The CIRPASS proposal for the DPP system includeseptual interoperability layer that comes in
the form of a data graphuilt using linked data This interoperabilitylayeris not limited to the DPP
data itself, but also encompass metadata like access control, usage control and other commercially
important constraintsThis allows DPP databe easily inegratedinto value chains. It also allows DPP
data to integrate well with track and trace solutioronstructing the DPP asknowledge graph has
many advantagesas discusseih | } The knowledge graph can put data points in relation

to each other. The semantic information allows for much better analytics and a higher level of
interoperability.

While there are a wide range of tools, commercial ones and ofsemnrce, available to déavith
knowledge graphghe interoperability layer described this documents implementable without a
strict limitation to those toolslf data is already expressed usiagraph representationthis means
on the one hand that tis available tooling cabe used without bigger transformation®n the other
hand, if data is not already expressed using a graph representatiansforms will be necessary to
expose data from the Decentralized DPP Data Repository as RDF mbdatsrrent technology was
made for data integration and serves that purpose well. This méaatshese transformgan be easily
implemented on top of the existing IT landscape of a given enterprise.

Looking intodictionariesfrom the relevant industry branch can be helpfiihere arefor example
concept dictionariepased on || JPwhichcan beused to clarify the semantic meaning of sub
models and sumodel elements.

3.1.12.2 Knowledge Graph¢ A very shortintroduction

There are many definitions of thierm Knowledge GraphK] kdefines it as"a graph of data
intended to accumulate and convey knowledge of the real world, whose nodes represent entities of
interest and whose edges represent relations between these eritifies graph is constructed when
applying a graph abstraction to data resulting in an initial data graph.

There are several ways to create a graph abstraction to the DPP data. The GIRPASS for the
DPP systendescribed in this documenises directd edgelabelled graphs [ k Chapter 2).
With the Resource Description FramewofkDF), these models benefit from a high number of
standard specifications and a very advanced degree dhsiio and semantic interoperability. The
other weltkknown model is called property graph, supported by popular software \The

is currently tasked to overcome the dichotomy and to allow for a data format that can
represent both modelsdirected edgdabelled graphs and property graphis,an interoperable way.
[ Pwill help to overcome a perceivedathotomy.Thus the DPP system could be easily extended
to allow the use oforoperty graphswhile remaining compatibldt hasto be noted again, that this
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only concerns the interoperability layer of the system. The DPP system dopsesotibethe use of

a specific tool or database. But the reduction of transforms is encouraged in an overall assessment of
the ecological implementation cost.

3.1.12.3 Implementation Considerations

The data repository is more of a concept than it is the requirement for a specific data base. In fact,
nothing excludes that product information could be served from a company's ERP system on the fly
and transformed into a format that is corresponding teetinteroperable formats that can be easily
consumed byonsumers osome Circular Economy Operator.

As the DPP is conceptually a knowledge graph, it may be easier and more promising tcaltslso
triple-stores to store theDPP information if it is nately expressed a@&DF data. But it is not excluded

to use ERP systems, normelhtionaldatabasege.g., SQLJr other toolsto store the DPP informatign
provided it can be transformed intthe interoperable data forma(RDF)hat is usable within the
circular economy by Circular Economy Operators. In this context, the notion of Dataspace appears. A
dataspace connector in the sense of fhe S/ framework could be used to connect arbitrary legacy
systemdo aDPPDataspace.

It has to be noted though that every transformation of data from one format to anoithieoduces

risks for data qualityis costly in terms of calculation and thus in terms of energy. Too many transforms
thus counter the very goal ¢fie DPP to help create a more environmentally friendly economy. While
transformation from one standardised format to another one is burdensome, but possible, it is not
desirable.The more people use the same data format and the same semantics, thegles®tmation

is neededlIn order to facilitate his some social agreements and standards around data formats will
be needed.

In order to supphor retrieveinformation, the[DDH has to be queriedn the architecturethe [DDH

is not proscribing a specific software. The architecture is general enough to allow for more than one
option. The choice of D3.2 is to have a REBIideallydescribed usingopenAPI}hat connects to

the DDR.This allows to have specific declarative requests that are in the API transformed into
preformulated f ]lqueries that retrieve or update the DPP Data in the DIDRich in turn fits

well with the | JeLinktype submission to the Resolvén this case, a specific link type in the
HTTP request to the Resolver gaturn a URI to the REST API described. This has two advantages:

1. The REST API can transform resjsi¢o preformulated BARQL queries that retrieve or update
the data.

2. If actors interact with the triplestore through the REST API, this can be the place for transforms
needed for interoperability

3. A REO can now use their own preferred database given thmppate transform is done in
the APl implementation.

In case of privileged acces$etrequests to the endpoints are submitted with the corresponding
credentials (e.g., a JWT tokerH 1Y when needed, and the REST searsiare responsible for
transforming the request to the appropriafé ]lquery. Endpoints that accept adhfe ]
gueries for actors with the appropriate access rights (e.g., R&@jIso be madeavailable. The REO
has to update th¢ Jwith the Typed Links created for this spedific ], and the

[ Jwith the backup Typed Links.
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3.1.13Archives

3.1.13.1 The Need folArchives

It should be reminded that the goal of a DPP is to further the circular economy. A DPP is not only a
consumer information system or a control tool for the administration. This reeB#®P infanation
will be especially precious once the tangible good carryingithed] Preaches its end of life. In
our economic system, at this point in time, there is amagligeable risk that the legal &ty initially
responsible for the DPP has ceased to exist or has gone out of business.isTherénitial REO
anymore. But a recycler, refurbisher or remanufacturer still needs DPP information more than ever
for products of this REO that are still on the marketsTéia known issue for large scale decentralized
systems, like the web. For the web, tfig ] provides access to information once found
on the web, where thevebsiteshave been discontinued. If this is possible for the Web with its billions
of pages, this can be seen as a proof that an archive for the DPP data is also doable. \[Vhile the

] is a US noprofit associaibn that is financed by donations, providing the DPP Archive can
either be a public service financed by taxes. Or it could be a cost of business that could be organized
by branches and their associatilike an insurance model where the community coveis Hocial cost
via contributions from the members of the brandh this case, the fact that all businesses of a branch
contribute will alsoensurethat the provision of DPP information is more sustainable and not
dependent on the survival of one singlengpany or even a dedicated archival company.

3.1.13.2 Archiving andBackup

As described until here, the DPP System follows an Internet approach. This means the usual practices
on the Internet and the Web apply. This means professional hosting provider guaantegmum

online availability of the system and normally also include some failsafe backup solution in case things
go wrong, including professional backup system in a separate location. But those systems normally
do not come for free. As long as there isegal entity in business to pay for the services of those
hosting providers or as long as some legal entity provides own service in a failsafe way, there is

no need for a second structure providing essentially the same service.

On the other hand, tare is a need for an archive of DPP data as alraeglyed, this archive does not
necessarily implement an exact copy of the initial DPP system implemented by the REO. The Archive
must provide datathat is otherwise not available anymore. Following agdia example of the
[ ] the archive does not need to react with the same latency. Toning down the
requirements for responsiveness will make the Archives cheaper. Th&YRRN as suggested also
has a trenendous advantage compared to the normal Internet archivBgcause there is afi

} that feeds its knowledge into an EU Root resolver, the system can have a very smooth
reaction in case the initial DPP is not italsle anymore. In this case, a DPP Application will scan the
[ ] and issue a GET request as shomwifi ]. Be@ause there is no REO anymore,
there is no RE®Resolver, and the network layer will retum "host not found" response. The
application now can turn to a root resolver who knows itself where to find the archive or who knows
another resolver that has inforntian about the achive. Now the application addresses this resolver,
and that resolver will return a URI that serves to access the information. All it ieeadsot resolver
that will have very little traffic. This can be compared to the ROOT DNS dbatdniave a similar role
in the DNS system. And this resolving system allows the archivies &s distributed as the DPP
system, provided there is a root DR#3olverthat is called [ Jin this document
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3.1.13.3 Long termarchives

For longer term archives, DPP data may be stripped again to the strictly necessary. This can take the
form of an aggregation or a limitation to certain data points. But gieelay's capacities for storage,

it may even benore efficient to store things just the way they are in sdorgg-term archival systems.
Thoselongterm archival systems typicallyade the efficiency of storagagainst a higher burden
accessing the data. The lotgrm archive is thus not expected to mgrate much traffic and only
provides information once it can't be found anywhesise. This role of service of last resort can be
enshrined into the protocols used for resolving as describdddn ].

As shown ing ], the DPP System can be implemented short term withHT TRapproachas

all technical preconditions for a quick implementation are available but need todeted The HTTP
approach uses URIShose rely on the Internet Domain Name System DNS. But a domain name can
be lost, and the new domain owner can now redefine all idéats made under that domain name

and point to different information. There are seatmways to counter this sk. There is the parallel
registration of the number. GTINs are not only expressed as bRIshey are also registered as
numbers, so there can be a second lookup system that allows to make sure that the loss of a domain
name isnot makirg all identifiers invalid. But there is new forwdabking technology that allows a
variety of methods to secure decentralized identifiers. A REO could still @edtmanage their own
identifiers, but those can be secured in many ways. Oneentiwvay is to use blockchain technology.

But there are more ways than only the use of blockchHiris is why ] is using this way to create
identifiers. Not everything is ready at a production readiness level. This istughg viewinto the

future on how a DPP system could work.

Many of the new initiatives in the EU's Data Stratdie|[ ] suggesusingDistibuted Identifiers
[DI0s. The keyword iselfsovereignty for the identity management. This means that everyone can
create their own identity in their own sphere while this identity daused by all others to address
the creators of those selovereign identities. This nicely distributdgetresponsibility for the very
important identity management system that is needed if the DPP data iseaakonly butallows
actors likerepairers to add informatio to the DPPAs[DIL] systems are very present in the DPP
discussion, this document shows how to create the DPP System with all of its necdsszants,
services and properties usifigl]s.

Belowwe describethe [DIL]-basedapproach commenting on the differentiating part® the HTTP
based architecture for DPPLIC]s along with the deployment of Verifiable Credenti§ls]s can
showcasemore advanced featurethat a DPP system could implement to further the digitization of
the industry towards majr improvements indecentralization,efficiency and verification For
example,it can be noted thathe HTTPbasedDPP systa requiresthe transformation off

] to resolvable URIs and Typed lsinising centralizegesolvers while in thelDIL] case the Typed
Links are offered in decentralized mannerAdditionally,the [DI[]s along withthe deployment of
[V(s offer the ability to cryptographically verify ownership of the identifier @uwdesscontrol rights
to the various privileged useiisherently.

[DI0s represents a shift from traditional, centralized models of identity managemdaost of the
[D10 Systemembrae blockchain technologgs their main verification method, but there are also
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ways to implement th¢DIL[] system without any blockchain involvddowever,in this case one loses

the immutability features of that blockchain technologsoinstead of relying to a central authority

for issuing, storing and validating a digital identity, any individual, company, or organization can own,
control and have the rgmnsibility of the digital identities of their own and of their produgtsoving

the ownership of thgDI[] and offering trustworthy communication servicdéey benefits ofD![]s
include:

1 SelfSovereigiy and Privacy Owners of DIJs are in control of theifDI]s, and what data
they share with whom;

9 Securityand Availability. Distributed Ledgers like blockchains employ encrypiiomutable
datarecords, and decentralizatioayoiding central point of failures and data breaches;

9 Portability and Interoperability [DILJs are portable and interoperable acrossrious
contexts and use cases;

1 Cost SavingsReduce administration cost by eliminating duplication and manual verification.

[DI0sare URIs that offer a verifiable decentralized digital identify that is decoupled from centralized
authorities, leaving the sovereignty of thB to the controller ofthe [DIL]. Specificdy, [DI]s allow

for the decentralization, persistence, global resolvability, and cryptographic verifiatfilidentifiers
[DI0s can refer to various $jects, including organizations, businesaes products. The controller

of the [DIJ can verify the control of tis specific]DI] without requiring any other intermediate
service or authoritydue to its decentralizednature, allowing trustable interactions in untrusted

networks.
[DIC]s are associated with[a ] that containsthe information associatd with this[DI],
its control verification and theprovidedservice endpointsThig Jisaccessible through

a specific[DIL] method that is included in the URf the [DI[]. The method is associated with this
specific[DI] for creating, reading, updating and deactivating operatimver a Verifiable Data
Registry (VDRA VDR is essentially the place where thé&] 16 are stored.

Figure 2 depicts the structural view of the architectuBelow we provide more details regarding the
components of the structural view of the architecture and discuss the differences with the HTTP URIs
approach described il ]. Two major difference with the HTTP approacére that the
resolutionof a[DI[] is done by thgDIL] approach itsdl andthe inherent support of authentication

and authorization mechanismssing[DI[Js and[V{s. The data flowsf the [DI[] approachand its
advanced features thattilize[\V(s are describedn [ Jand[ }respectively
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Figure3. Structural view of the DPP system showing the structure, actors and components of the
system without showing the data flows for the DID architecture.

Some parts of thelJI[] System are already standardized, including the basic functionality. However,
the space is still evolvingor example,itere are numerouslj![] methods under implementation or
specification with vastly different functionalities and propertids a resultan implementor of the
proposed architecture will have to get an overview of the availablé][methods to select the most
appropriate ones (e.g.fF[hila202], [Hoops202], across the evaluation criteria set in thelD
Rubrid. Furthermore noticethat currentlythere is no largescale deployment ofjI[s/[\V(s.

Currently cameras on consumer mobile phones don't know yet about DIDs. All operaiithnDIDs
therefore require the use of a dexiited DPP App that has access to the camera and handles the DIDs
resulting from the scanning of the Data Carrier.

3.2.1 DecentralizedIDs (DIDs)

Decentralized identifier§D|[]s are globally uniqué persistent identifiers that offer a decentralized
digital identity in the form of a URI, for any kind of entities like people, organizations, and products.

7 DID uniqueness comes from algorithms capable of generating globally unambiguous identifiers producing
random strings of characters. For example, in the cae of ethr DID method, that uses Ethereum blockchain addresses
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DIDs are decoupled from centralized authority and registry, and the controller of the DID is able to
prove that it is the real controller of the DID without the need for any other intermediate party. DIDs
are URIs associating DID subjects withD& ] that holdsthe verification methods and
serviceendpoints(e.g.,data retrieval) fotthis specific DID. Usually, the controller of the DID is the DID
subject, but it can potentially be any other party that can @ctbehalf of the DID subject.

DID
subject

refers to

DID

did:example:123

resolves to

recorded on

contains
DID URL Verifiable
did:example:123/path/to/rsrc Data
Registry

refers, and recorded on

dereferences, to \_____/
y h 4

controls

DID
controller

DID document

Figure4. An overview and the relationship of the basic componehBiDs

Each DIDJRIstarts with theDIDscheme and is followed by the DID meth@liscussed belowand
the correspondingdentifier which depends on the deployed DID meth&ihce the DIDs are valid
URIs, they camlso include the path, query, and fragment parts of URIs (basedFir3986). Of
particular interest for the DPPs is the service paeter that selects theappropriate service for
fetching the DPP datdn that case a DID URL is dereferenced to a service endpeiaty, is a valid
5L5 ! w[ ® sahBméR ¢a S\EAl YOLBNBSréethakLied fir khé resolution of the DIBNd the

managment of the correspondinfi I amHonpcTy dIDODMBRtBoTEEkice A a
ID. The query parth & SNIIA OST Behic@lD, thad describ&s thedefault endpoint that is
responsible for dereferencing tHePPRin the [ ]. A backup service pointing to a backup

endpoint can also be provided in the parameters of the DID.

did:example123456789abcdefgl

The DID method is the mechanism by whiclpaaticular DID is resolvednd leads to the
| that contains information associated with a DID (see below for a description of a DID

or the btcr DID method that uses bitcoin blockchain addresses, the probability of a collision occurrence is 1 in
27160. In the case of the web DID method the uniqueness from the URI. Persistene is guaranteed through the use
of DLTs,even if a DID is deactivated or the REO is outof-business.
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document). There arenumerows DID methods (currently over one hundredjhat use various
Verifiable Data Registries (VDRsplemented using numerous technologiegh different properties
regardingsecurity, performance and privacy aspects and traffs. A VDR is essentially the place

where the [ ]s are stored Such technologies includgistributed Ledger Technologies
(DLT)dike blockchains, which are immutable and decentralized (examples includ@itiwen, the
) and the blotkchains), Distributed Hash

Tables (DHT) liké’ESor even plain web domains, which however are not as resillemt.example,

the Web DID method assumes a trusted environment that resolves to the web host that the domain
name described by the DID resolves to using the Domain Name System (DNS) (e.g.,
did:web:dpp.eu:ProductBranch:ProductUUID). However, in case the web service is not online, the
corresponding Jiwill not be accessible. Thisasimportantreason why DIDs are usually
registered using DLTSs thaffer a noncentralized and noitrusted environment, that can also benefit

from the immutable, decentralised and tamp&ee nature of blockchains.

In any case, all entities in ti@Decosystem, trust the VDR to be tamperident and the valid record
of which data are controlled by which entitigdsor DIDs to be resolvable they need an application that
knows how to access th@] Jtassociated with each DID using the DID method present in
the DID URIThe intgaction with the VDRincluding the DID resolution process based on the DID
method, can beprovided through the DPP AppAnother option is todecouplethe client from
interacting with the VDR, a role that could be provided by various external serlifeehe
2In our architecture we assume the deployment of web and mobile apps with integrated

wallets that know how to resolve a DID based on the methothefDID imprinted on thelj

1. If there is a need for a generic app (e.g., Google Lensapgamera app on a mobjléhat
is currently unaware of how to resolve DIDs, thef: Jrcould support two URIs, a DID one and
a HTTP one. The HTTP URI will lead to an authoritative service supporting the resolution of the
corresponding DID, encoded in the HTTP URI, that will be responsible for retrieving the associated
[ ] identify the public service endpoint and retrieve an HTML page of the corresponding
DPP Applicationlevel protocols that allow a secure communication on € are already available

(e.g. | D

As already noted many of the available methods are not implementesb any DlEbased
implementation of the proposed DPP architecture should consider a-sfatge-art comparison of
the DID methodge.qg. L1 P along the evaluation criteria set in the i
In the proposed architecture we assume that the deployed DID method supjoiits Is
with full key managemenénd service descriptionand that the resolution of DIDis permissionless
andcan be done by anyone

In our design we assume two kinds of DIDs. The first one refers to the variousthatgrarticipate
in the OPPenvironment (not including plain users) and the second one to the products.

3.2.1.1 Actor DID

Each actor of the DPP @ronment should be associated with a DID. This is essential for all participants
([REJs,[ Is,and[ B except] }. For exampldRE(s should have

8 For a list of available DID methods chétl
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a DIDto mint product DIDs that are controlled by them. In addition, Actor DIDs are important for
letting the various servicesuthenticae that any requests on behalf of an Actor Dihideed originate
by the actors themselveswithout the need of any central authorityhis can be done through the use
of a handshake and the public keys and verification methods described ifitheir ]6. Actor
DIDs are also a prerequisite farivileged users thatcan have acces® services that need
authorization. In this case, the owner of the servitsingthe corresponding ActebID can provide
Verifiable Credentialg\((s) to the DID2f the interested partiesand sign them, allowing those Actor
DID4o have access to their services after authenticatand presentation of the correspondifigds.
In addition, Actor DIDsallow third parties to provide verifiable informatioim the DPPsMore details
regardng VCs aren [ }. Plain users (i.e., consumers) are not required to control aAdr
DIDs bould deploy the same DID methddr consistency reasonsatisf/ing the needs of the EU
regulatorsw9 h Qa 5L5& OI [EURSsirpad aniyde Bperatyr idénffi&Similarly, tiis
very easy for anjrE(sto additionallymint or create their owr{ }as required for thef

J. Additionally, thig J can be verified in the DID scenario and can thus participate in
track & trace schemes.

3.2.1.2 ProductDID

RegardingProductDIDs we can follow two approaches. The first one allows a REO to mintHaiDs
are controlled bythe [ P In that case the deployed methdublds the[ | of the
correspondingproduct. Each REO could deploy its own DID methHdéowever, the preference is
towards decentralized and untrusted approach&he EU could also propose specific DID mgi)od
that fulfil the requirements and specificatiomeeded for supporting the European markéinother
approach is to take advantage ibie [ Jofor the Product DID, bgugmenting thg ]
URI with a query part that will hold a UUID for each specific product (e.g., did:methed:REO
DID?UUID8c5h94b135ad49bbb1188e8fc24abf8). Resolving thé§ P will provide the
associatedREO DID Documewith the correspondingjuerying service endpointsvhere the UUID of
the product can be used for retrieving the relevant information. In tase there is no need to
explicitly create a DID for each product, reducing the gferand communication cosit alsoreduces
even further he probability of @roduct DIDcollision sinceUUIDs are associated with a spedifi¢

]. However, it needs the deployment of a dedicated app that knows how to use the UUID in the
guery part of the DID for augmenting the service endpoints provided ifilihie 1.

3.2.2 DID Document

A DIDDocument can express cryptographic material, verification methods, and services (e.g., querying
endpoints) that allow thgDI] controller to prove control of thgDIL]. Among others, it offers the
service of the resolvers of the HTTP architectdiiee provided services enable trusted interactions

associated with thdDID] subject.Usually, hey arerepresented usindhe | ] format. Some
properties of the DID Document include thel] subject associated with thiBID Documentthe
controller of the DID Document (e.g., in the case[Bf ] the [ ], the verification

methods (including cryptographic public keys for authentication and authibiiteractions with the
[DI] subject),and the services foadvertisinghow an interestedparty can communicate with the
[DI] subje¢ or the associated eities, including authentication, authorization, discovery and
interaction (i.e., querying) servicesd-points. The DID Document can be updated whenever needed
(e.g., update the servisendpointg by the correspondinfD!L] controller (e.g.fi K S {09]). Dhie
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deployed[DI[] method should support full key management and service descriptions for the DID
Documents.

3.2.3 Verifiable Credentials (VCs)

Verifiable Credentialf/(s are cryptographically securemlentity attributes and assertions about a
specific subject issued bgn issuing authority They represent all the information related with
identifying the subject of the credential, the issuing authority, the type of the credesmtsakrted
properties by the issuing authority about the subject, evidence about how the credentials were
derived and any constraints (e.gxpiration date).The validity of the VCs can be verified by any third
party without the need to interact with the issuer.

VCscan be issued from and for Actors wit@a[] (i.e.,[ EOlF y Qi HsbugdSo +/ &
them as they are not identified In the DIBenabled DPP architecture, VCs aither issued by the
[RE(sor by a trustworthy public organizatidn any actors that need to have privileged access to the
provided DPP Data Repositorie3he VC issuing service endpoint should be available in the
corresponding Jiof the issuerThe subject and the holdef the VC isisuallythe same
(i.e., the[DI] of the privileged actor)although a holder could potentially transfer a VC to another
holder. The issuer can aldorbid transferring the VCsActors ask foVCs fronfRE(s or trusted
public organizationusing a corresponding servicdocumented in th& corresponding|

1. Each actor is responsible for stagiits corresponding V@sits own VC wallet (see below)
In addition,third partiescansupply any verifiable information related to the DPP in the form of VCs
(e.g., GHGmissionsand test reports)that can beintegrated to the DPRr associated with DPP
information. VCsan expire and actors can ask for a VC reissuing. Privileged axtstprovidethe
VC to be granted privileged access (e.gdatp operations, access to sensitive data, etc.)

VCs are provided in the form of vigaible presentations, which is the recommended format for sharing
the verifiable credentialsVerifiers always have to send a unigue challenge and domain when
requesting a verifiable presentation, which is then incorporated in the proof section of the
presentation during the signing procegs avoid replay attackdJsually VCs are represented using

[ ]. Regarding the invalidation of VCs various approacateas bedeployed (like the ones
described fol=B9l For example, VCs could be sHared and reissued dhe status information could

be obtained from the trusted issuer.

The data flowsegarding the VCs are describeddnd }.

3.2.4 DPP Apps

DPP apps are mobiler web-based apps that support the DEhabled DPP ecosystem descrileale
and require InterneticcessWe identify two different kind of apps, one focusing on the needs of the
REO and one for the seactors These appsupport thestorage andnteraction withthe [DIC]s and

the supportedVDRs through the correspondifig![] methods to retrieve/updatq s,
the interactionwith the provided REO endpoiniscludingthe submission of ]lqueriesand
[ ]- templates and the management and storagd [\V(s. At their core lies dDIC] wallet,

responsible for issuinfD|]s, holdingthe private keysinteracting with the VDRand implementing
the communication protocolsinaddition, it also implements §v/( wallet, that holds al[\V(s issued
to this specific haler as well as functionalis for issuingand requestingV(s. Finally,these apps
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offer functionality for scanning jsof a| P andthe input of setsof [

]s (for bulk querying)
3.2.4.1 DPP minting App, DID & M€suerWallet (REGApp)
This app is responsible for holding the [] related data of the RE@ndthe minting of{ s
and| s using the corespondirg [DIC] methodsof the supported VDRsvhich will then
be imprinted in the data carriein addition, it can receivand reviewrequests from othef ]s

that ask for priviege O0Sa a (i PPADKBandcanissué the corresponding VCO=he[V(]
issuing endpoint should be available in the corresponding serviéelég A y i Ay [DIDK S

]. This app should also be used from any other actor that mim$ls (e.g.,
Remanufacturer).

3.2.4.2 DPP App, DIB VC IssueWallet

This app i\ restricted version of the previous apesponsible for holding thgDI[] related data of
the actors/products and the associatéd |s using the coresponding[DI] methodsof

the supported VDRdn addition, itcan request VCs from REOs and loald all VCs issued by various
REOso this actorfor privileged access tgpecificDPP DDHs. Finally, it is responsible for the
AYGSNI OGAzy ¢A0K (BPPDSYEragRdic DIRtHat wads@nneddron &
the datacarrieror wasgiven as input in @etof DIDs, the inclusion of the corresponding]s (if they
exist)to the HTTP requestsnd finally the rendering of the retrieved data-or third partieslike
Recyclerdhat canpotentiallyprovide verifiable information taw 9 h Q &, th&walletican issug/ds

of this actor to the RE@r inclusion in the DPBo that any DPP consumer can verify the provided
data.

4 DPP System DaHows

In this section we describe the core DPP data flows for blo¢hHTTP and DID architectures. In
addition, we describeadvancedDPPdata flows for the DID architecture that use the Verifiable
Credentials (VCs) fauthenticationfauthorization and erificationof DPP data

The information flows in the HTTP are not very constraint. They follow normal web technologies. But
the concept presented here remains higlvrel. A DPP System can be implemented in a variety of ways

while remaining interoperable to a certain extend. As already mentionddedin ], the DPP
system can be implemented as[@ Jror be based on the principles of the
IEG51406X [ , ] for example But if additional constraints are matched, it can

also be seen as anD 3\ dataspace Or som@ne can just make up a new system with the web
components of their choice.

Belowwe describethe HT TRiataflows regarding thanitiation of a DPRrom a RE@nd its use from
either a plain user or a privileged actor like a RecydRapairer Remanufacturerpr a Market
Authority. The data flows are provided in the form of Data Flow Diagrams (DFDs).
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4.1.1 Creatinga DPP

Initiating a DPP consists of three main procesakgtsie creationof the product ICby the REO and the
attachment of theData Carrieto the product b) the compilation of the DPP informationith data
gathered from the REO or any other thipdrty suppliers and itstorageto the DPP Data Repository,
and finally, c) registering any relevant information with the authorities.

4.1.1.1 Minting a Product UID

Before placing a product in the market, the REGstcreatea | ]. This can also be named
"minting”. Therequirementsof this [ } have beerdescribed i ]. In our
architecture we do not assume a specific kind of a. Jlie only assumption is that the UID can be
mappel to a URI thawill point to thew 9 hré&séalver which will return where the DPP ddta this
productwill be availableAfter creating the[ JPthe REQmust produce aData Carriethat

will hold this UID and attach tHeata Carrieto the product.TheData Carriecan be a QR, an RFID
other Data Carrier

Responsible
Economic
Operator (REQ)

X

1. Initiates minting 2. Product UID 3. Data Carrier

Data Carrier
Production

Minting
Product UID

Product

Figure5. HTTADFDg Minting a Product UID

4.1.1.2 Assembling and Issuiniipe DPPData

Each Dis associated with the DPP data for this spepifaduct.If there is only model level
granularity in the system, thg Dis associated with model level inforti@n. The REO is
responsible for gathering all théata, deaning, normalizing anttansforming them to the required
format and vocabularjo assemblghe Knowledge Graph (DPP K@®hatever that format will beThe
DPP KG will be stored in tB#P DDH. This document assumes that the DPPi&@sing Linked data
serialized in thg ] format. But this is a design choice that isn't compulsory. Other choices
would not break the system

The source of the data carome from REQ@ &nformation systems (e.g., ERP) andtbird-party

systems (e.gsuppliersERPE At industrial scale, it is clear that it will not be possible to fill all the DPP
Data into a form by hand that is then registeneith the DDR. Instead, we assume that the DPP Data

will be assembled by a fusion of data from a variety of existing data sources. This includes ERP systems,
but also documentation systenand production systems. The more the DPP can be created via easy
data re-use from internal and external sources, the more compelling the DPP system wilhée.

Linked data paradigm explained i®f ] helps in that respect as the technology platform has
developed many bridges tlegacy data over time. Nearly eyéhing can be transformed into Linked

data. Once transformed into Linked data, this greatly facilitates the merging of data from a multitude

of sources and systems.

Inthe DPP systerarchitecture, the REO initiates thesation of af ], transforms the UID
into al ]; and fixes that carrier onto the tangible goddata from various sources is merged
into the DPP Data KG. Because DPP data should adhere te | Rregulation for setting
ecodesign requirements based on the sustainability and circulasipectsit mustbe compliant To
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check this, the DPP Data KG is matchegdinst thecorresponding[SHAC] template, hopefully
provided by thePublic Authorities This validation check is performett minima during the
registration process into the EU regis{pee below)Finally the DPPDataKG isstored in the[DDH.

Some of theDPPdata must bemade available publicly and an appropriate access needs to be
provided. As described, some data is amtgessibléo privileged userd-or those with a specifiole
appropriate accss control rightdhiave to be set in thEDDH or in a PDF that manages access to the
[DDH. The access to the various resoureesl service®f the DPP can belescribed throughODR]
policieswithin the [DDHR. But there are other implementations possible with a very classicai[

e.g, using KACM].and [FAML]. Conceptionally, theHDH is responsible for evaluating the access
requests againstiie authorization policieeither within the DDR or as a separa@ndce Finally the
REChas to notify thd EU Registijywith the data points required byrt. 12[ESPR which includeshe
[Product Ul [REO IPpand [Facility I[J. More details regarding registering with the authorities are
provided in the below DF&nd in the next sectian

Responsible

conomic
Operator (REO) 1. Initiates.
< Minting

Produces
Data Carrier

Default EU Resolver

9.3HTTP 201
CREATED SC

Backup DPP

9.2 HTTP POST
with Product UID
dddddddd

Data Repositories

9.1 rsync data
8.1 HTTP POST (update backup)

v brodiactiin Add Art.12 ESPR UIDS"
o to EU Registry

DPP KG

Assembly of
DPP Data & Validation of
Transform DPPKG
to JSON-LD
h d
P
ith Product
aaaaaaa
Control esult
42 SHACL Engloe
template

Figure6. HTTP DFAssembling amh Issuing the DPP data

6.1 HTTP POST
with validated Canonical URT 6.2 HTTP POST
DPP KG with validated Canonical

URI DPP KG
S
Decentralized DPP
Data Repository

7. HTTP 401/403 5C
UNAUTHORIZED/
FORBIDDEN

7 HTTP 201 CREATED SC

4.1.1.3 Registeringhe DPPwith Authorities

After the REO has inserted the DiRBdata for the correspondinfi’roduct Ulpinto the[DDR it sends
the data points required by theE[SPRto the API othe [EU Regist]y Oncethe Authoritieshave the
[Product Ul theycan requesthe DPRKGdata fromthe [DDH. For discovering the service endpoint,
any Authority wanting to access DPP informatiouast retrieve the DPP service endpoint through the
[REOResolve], as discussed in the RedasedDFDfor the Market Authorities described later (see
section4.1.2.9. A[Market Authority] wanting to accessan-public datamayneed privileged access
to the repository and must provide the corresponding credentialshe REQo get access tahat
information. TheAuthority might optionallywant to validatethe DPP using thiEsHAC] template for
this specific productr branch If the validation fails, the Authorityalidatingcan optionallystorethe
status regarding this specific REO &tFin their own system or elsewhereand recommend to the
DPP Registration Authority to revoke the registratitiris not excluded that more information can
flow into the systems held by Authoritidseyond the strict limit of the data points required Byt. 12
[ESPR namelythe [Product Ul [REO IPand [Facility [). This is an implementation questiofihe
last step forthe REQsto update the[Default EU Resolvlewith the backupTypedLinks created for

this specifigProduct Ul
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1. notify EU Regjistry
with DPP KG
Responsible and Art.12 ESPR UIDs

Economic Subset of 4.1.1.2 with
Operator (REO) more details 3. Product UID
Validation of Art.12 ESPR UIDs
DPP KG

>

Add Art.12 ESPR
UIDs
to EU Registry

6. HTTP 201 CREATED SC J
(Optional)

4. HTTP POST
Product UID, REO ID,

1.1 DPP KG Factory ID

2. validation
result

SHACL
Control <
Engine 1.2 SHACL

Template

EU
Registry

Default EU
Resolver

5. HTTP POST
with Product UID
Canonical URI Backup

Typed Links

HTTP 201 CREATED SC

Figure7. HTTP DFDRegistering the DPP with Authorities

4.1.2 UsingaDPP

Once the DPP is created as describeddti] ], the DPP is ready for us&s the DPRystem
architecture is based on Internet and web technology, there are many ways to access the DPP Data
KG And there are as many reasons to access that dBite. very reason to make this architecture is a
situation where a tangibl@roductis evaluatedn presenceand there is a need to access DPP Data
from an identifier on the tangibleroduct We call thighe productcentricview. This view itself has
manycolours including consumer views, recyclers, repairéirs not so obvious that, because of the

use of web technologies, we can also have an informatiemtric view. This way, the actor does not
start with the [ Pand the [ ]; but they start by exploring the-] yor the

[DLH. All those other uses are as legitimate as the initially intended use for the circular economy. This
means theCIRPASS8oposal for theDPPsystemarchitecturecontributes to the circular economyut

also to the digitization of the industry.

In [ ], the structure, actors andomponents were presented: } shows how they
interact. On the DPP Data user side, the many possible roles and isterestcondensd into
conceptual roles. Those roles are then played through with a focus on the data flows between the
entities given by }. The results are data flow diagrams (DFDs) that show how certain tasks
can be acomplished within thearchitecture. The concrete implementation into software of those
tasks can take variety of ways without losing interoperability.

On the DPP Data user sidee showcase théransformation ofthe [ Jrattached to the
product to a usable URVhich is tlen dereferenced tget the correspondingublicDPP information.
We also showcase the data flows of other privileged actors (e.g., Redyefsirer Remanufacturer,
and Market Authority) thatan get more refined information for adttuct DPP or can possibly update
the DPRnformation.

4.1.2.1 From DataCarrier to a UsableURI

This data flow transforms arjy passigned to & Jrattached to a product into a
resolvableLink. The DPP Data user uses [@nL] and through itsscanning device scans tiie

] attached toa Product. The scanning device can be the camera of a nu@viiee or any other
scanner device connected the [|CL]. Thescanner device delivees] ], either encoded in
a resolvable link or as simple Number, like in Barcodds case of a Barcode th&t not an UR|
additional transforms are neededhe reasons to integrate that option are detaileddad [
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Those transforms can be provided as a part of the DPP user application, but they can also be
implemented as an online service, where the numbeuismitted,and a URI is returneth fact, even
if the nunber of the[ Dis only locally unique, this mechanism allows teSil® the number
and make it globally unique. If combined with making the numbeURI, we speak about
semantification. It is a decisive advage if such transforms are standardisechave at least an open
technical specification attached to thenin example for such a standard can be foundg]
]} that specifies how to transform flat GTINS ittBIsTherelevant principles and restrictions
link the data are also specified in IEC 61406 , ].

Now the application has a URI and can proceed with the normal procedutefutetailed below.

The default response is to return a link that provides access to the public DPRPdataged actors

haveto provide more information regarding the kind of Tyldank they want to retriever can select

the appropriate Typed Lifk2 Y (1 KS wS&a2f dSNDRa NBalLkyasS G2 | 19!5
actors DFDs later on.

Other Known Naming
Scheme Transformer
Internal to DPP App

2.1 Product UID
Known Scheme 2.2 Product UID

Canonical URT

150 15459
Transformer

2.1 Product UID
IS0 15459

2.2 Product UID

2.2 Product UID
Canonical URL

2.1 Product UID
Unknown Scheme

Identify
Transformer
DPP Data of Product UID

User

1. Product
Data Carrier

ICD and App,
Identifies Scheme
of Product UID and
retrieves

Typed/Default 7
Product URL 2.1Valid URI

3. Product UID
Canonical URI

1CD/DPP App

Figure8. HTTP DFHUsing a DPP From Data Carrier to a Usable URI

2.3 Product UID
Canonical URI

2.4 Product UID
Canenical UR

Scan Product
Data Carrier

through ICD,
Qcanner and App

2. Product
uiD

4.1.2.2 TheDefault (Consumer)Data How

Here we assume defaultDPP Data User (i.e., consum&fault DPPataUsers are defined by the

fact that they send & TTRGET requesiccordingto [ Jowithout any Link type information to

the resolvableURIof the [ Dor 1 ARESAPIcantransformthis GET
request to a SPARQL query that retrieves all the public information of &@®Ehe triplestoreand
returns a plain HTML/CS#&&b page.No access control functionality is requirdithe big advantage is

that this scenario works out of the box with every Smartphone camera application. In this case, the
Smartphone's camera appditon serves as a scanning device, deciphering thefrdRla QR code

and handing the URI to the smartphone's browser to do the GET request. The system will retbrn a we
page that can be displayed in the smartphone's browser.

If the HTTRstatus code of the response is a 48etording to I ]) meaning that the DPP is not
F@FAELFOoES Fy@Y2NB T NP Yhe[hdSIt Bk RhsQ Fis Eedid fetrieweShel2 & A (1 2 NJ
DPP from dhe [ ] in the same manner. The distinction between the resolvers and the data

repositories is only conceptusl order tounderline theflow of data. Any implementor can potentially
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opt to integrate them so that th&esolver will be able to return the DPP daithaut a redirectionin
a seamless way.

2.2. HTTP GET
Default Product UID DPP endpoint

REO Resolver

Decentralized DPP
Data Repository

2.1 HTTP 308 PERMANENT REDIRECT SC
Default Product UID DPP endpoint

)

2.1 HTTP GET
Product UID Canonical URI

Consumer
DPP Data User

: : Data Carrier

3. HTTP 200 OK SC
HTML/CSS DPP data

Get Product

2. Product UID
3. HTTP 404 NOT FOUND SC

TProduct ICS/DPP App

ICD/DPP App
(see 4.1.2.1)
4.1f404
Product UID
Canonical URI

4.1 HTTP GET
Product UID Canonical URI

Default EU Resolver

REO out of
Business.
Get Backup URI

4.2 HTTP 308 PERMANENT REDIRECT SC
Backup Default Product UID
DPP endpoint

5. HTTP 200 OK SC
HTML/CSS DPP data

4.3. HTTP GET
Default Backup Product UID
DPP endpoint

Backup DPP
Data Repositories

i

Figure9. HTTP DFHUsing a DPP The Default (Consumer) Data Flow

4.1.2.3 Role-basedData How ¢ Recycler

This data flow introduceshe [PDH, needed to access privileged, npnblic, information. The
®S O & GdprBddisany circular economy actor needing privileged access to DPP Information.

There are many reasons why the access needs to be limited. This ranges from data protection reasons
oversecurity andrade secrets to business process imperatividseRecycleis a privilegeduserthat

has access to more refinedensitive andestricted DPP informatiothan the default consumerBut
constraints in the system are not limited to accesstrol. All policy can be modelled her&lsing

[ ], DPP Linked data can be annotated with usage limitations. This way it jsosgible to limit

data to theuse for recycling while excluding market research purposes. Gepe limitationcan

reflect business agreements between a REO and his recycling n&timdtks case, th¢D D] will not

only contain the DPP data, but also policy data that is queried togesiag | ]l

It is obvious that access control needs an established Identity ManageBeiatrre theRecycler can
have access to these data it must request credentilaéslogin and password or some bearer token
from the REQAnother option is to allow a trusted actor like a Market Authoritfliances, etqrovide
bearer tokenr Verifiable Credentialg\((s) to the variousactors of the ecosysterte.g., recyclers)
based on their role andusiness brancturing their registration to the EU registiyheREOs wilhave

to value those Market Authority bearer tokens aaltbw access to themon-publicdatabased on the
corresponding rolesThe data flow is the same as in the default consuoaese The only difference is

that the Recycler must discover the availapke JETyped Links with the needed roles to make
the corresponding J’'HTTP GET requsstn order to discovethe Typed Links available from
® This has been demonstrated in the SPECIAL proj&ct( ) and the Mosaicrown
project ( ) (visited 202401-31)
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a given Resolver, the Recycler issues a HTTP HEAD réguestling to | } the Resolver will
now return a list of all available Litkpes. This HEAD request is usually not subject to acoessol,
but could be. Irthis case, the Recycler would have to subthé required credentials (e.g., a JWT
token [ Yin the correspondingHTTRHEADrequest which wilbe validated by thgPDF} of the
backend.

The Linkype feature can servamanypurposesFirst, it can determine the role of the requester and
redirect them to differente.g.,non-public, resourcesThe Linkype redirects into another workflow
that includes PDP. Second, the Hipe can cause the Resolver to return a completely different URI.
In this case, th&kecycler issues a HTTP GET request on the URI given Bydtiec[ Ullpand gets
back a totally dferent URI that may even point to another domain. Third, announcing a certain role
may imply specific information needas a URI can also include a query, the Resolver can return a
guery-URI for certain Linkypes. In this case, the Litipe serves as a trigger fopaefabricated query

into the [DDA. Linktypes can also offer endpoints for gettinge DPPs of a set of products for
supporting batch querying for rivileged aobrs like Market Authorities as described later an
Furthermore, specific needs of the Recycler, like the delivery of a spexfibinereadabledata
format can be taken into account for deliveiyis expected that the response to the typical Recycler
request will deliver DPP Data imechinereadableformat including semanticse.g.[ ].

If recyclesshred a product that has a DRRey may beasked by the authorities to note that into the
DPP a®.g.,"destroyed. In this case, the recyclers need write access to the DPP. In this case, the
repairer data flow below applies.

But the variety of possible reactions does not end thdrecase the data are to be consumed by
machines theHTTRequest can be set to accepny other in the HTTP header to indicate
the preferred response type.
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Figurel0. HTTP DFBUsing a DPP Rolebased Data FlowRecycler

Backup DPP
Data Repositories

i

4.1.2.4 Role-basedData How ¢ Repaier & Update of the DPP

On top of having privileged accetsis data flow introduceghe concept of writing back information

into the[DDH. A typical role in this respect is the RepaifBreWw S LI A NB NI ashiprivigged & RS ¥F )
user that is authdeed by the REO to write into the DRt the role is not limited to Repairers. One

can imagine all kinds of situations where there is a legitimate interest and benefit to write additional

data into the[DDH or where data in thé DDH needs to be corrected

The role of repairefor, e.g.,maintenance)is a crucial one in the circular econonifya product is
repaired, it stays longer in the market, producing less waste and carbon infjrecgoal of circularity
is greatly helped if it is known whakew parts are in an instance of a product. Some things could be
recovered, and statistics cae Imade over the question of how often a product is repaired or recycled.

Butthe Repaireis also a very challenging role for the syst&acycles have privileged acces® DPP
databut can't alter datatheyhave only read acces$he risk for the Reclgr case is therefore limited
to unwanted information disclosuréThe Repairer can write into thg)DH. On top of unwanted
disclosure, the risk now encompassess of data by unwanted erasure and loss of data quayitthé
introduction of poisoned false informatio®@r worse, introduction of true data that is embarrassing
for the REOMany REOs will therefore be very reluctant to allow write access to th¥R.D

Especially a®f higherinvestment good, there can be many repair shops that are totally independent
from each other.To allow for that, a REO, who remains the owner and maintainer of the DPP, needs
to enrol the repair shops into the system. Car manufacturers do that alrdddyrepair role &n be
implemented in the same Decentralized Data Repositbig.technically possible to separate the DPP
Data KG into REO information and Repairer information running on two diffgréif§s. Therepair
repository ishen queried only in case of ndeThe latter solution has significant advantages in terms
of security as only repair information could be affected by security weaknesses in the identity
management with the repairer®Vith [ EVocabularies the origin of write events and repair
information can be written back into thEDDF in machine readable ways to allow for automatic
assessment of data quality.
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The[ ] reminds in Art. 9 that GDPR applies. But legally, this seems more than a reminder. It looks
rather like a clarification that thE=SPHtself is not a legal ground for the processing of personal data

in the sense of Art 6 (1)@DPRThe system as described here has no techuiif@tulty in carrying

the personal dataonsentinformationtogether with the DPP data. Several systems already work using
Linked data texpress nobnly data, but also consent and to which data it dppl This meanthat if

there is an interface to collect consemrtg.,physically in the repair shop, this fact can be easily store
within the repair information. Corresponding compliance can be demonstrated easily as
demonstrated by § A

In the same manner am any privileged role, the Repairer must request credenfials the REGnd

should make an HTTP HEAD request to the Resolver to identify the Typed Link for the Updatgh

these credentials, the Repairerlinbe able to update the corresponding part of the DPP data stored

in the DPP Data Repositoif/the [PDR validates the credential$or accountabilityprovenanceand
spamming reasons, the Repairers should sign the rea#. d\nother more complicated option for

this dataflow, is to allow the REO to retrieve data from the Repairer's Data Repositories. In this case
the REO has to be notified about the repair process, along with the endpoint of the Repairer's Data
Repositonyto fetch the data and provide them to the DRR any case, the data ingested/retrieved by

the Repairer are includeid the DPP after their validation using tfigHAC template.

In the following Data Flow Diagramve focus on the first case, where the Repairer is able to update

the DPP data repositorefore updating the DPP data the Repairer has to retrieve the latest DPP data
from the data repository. The Repairer can thnceed with assembling the updated Déa, which

mightbe limited to a specific part of the DPP that corresponds to the repairs. Bgbodiaing the data

in the DPP repository, the Repairer has to validate the uptiBfeP using thg ].Control Engine
providedby the|[ Jyand the correspondinfy Jtemplatefor the specific product branch

If valid the Repairer submits an HTTP PUT request to update the corresponding DPP at the DPP Data
Repository Reporting documents themselves (e.g., pdfs) or links to the reporting documents can be
provided in the HTTP PUT payldadREOs to revieMI'he updatemaytrigger a new validation of the

5tt FTNRY U KeforewtdringQbie daiaA R S

A moresophisticated approach to the write access with additional components for trust and security
is provided in the DID Data flowlsscribedn | ].
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Figurell HTTP DFBUsing a DPP Rolebased Data Flow Repairer & Update dhe DPP

Backup DPP
Data Repositories

4.1.2.5 Role-basedData How ¢ Authorities

The Market Authorityole is fundamentally different from the previous roles. This role is information
centricas it does not start with the tangible good, but it starts with the URI that leads to the DPP Data
The Product UIFURIis usedo send the GET request to the obger. This URWill not always come
from a scanninglevicebut mightalsoincludesetsof [Product Ul[Jsretrieved fromregistriesor other
information systems of the Authoritie®\s a privileged user the Market Authoritas a right taalso
access thaeon-publicinformation that may e.g contain trade secrets. In order to do so, the Authority
needs to requesthe appropriatecredentials from the RE@ order get access tgrotected DPP
information. This need for access credentials distinguishes this roletlier®efaultData Consumer
Such access control credentials have to be made available by the REO on demand or they could
potentially already be recorded in the EU registery when registering”theduct UlpIn addition a
Market Authoritymight also want tovalidaie a single or a set dDPR, resohing a single or a set of
Product UIDsvith Typed Links As with any privileged role, the request to thervices of the DPP Data
Repositonyis done with the provided credentiale.g., a JWT tokeR[-C751]) to assign and verify the
corresponding role to the request. If authorizelle request returns the Market Authority related DPP
data for this specific Product UID in the requested format (€:00]. The DPP dateould then be
validated using the correspondifigHAC template. In the case of a set of Product Ul services
should provideendpointsthat allow the validation andhe retrieval of numerous (i.e., millioh®PPs

in an efficient waythrough a single HTTP GET request
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3. Invalid DPPs

Notify for
invalid DPPs
(Optional)

Responsible
Economic
Operator (REQ)

1. Market Authority gets
privileged access to single or set of DPPs.
% as in previous privileged DFDs Validation of 2 Invalid DPPs
»!
>

DPP KGs

Y

3.Invalid DPPs
Market Authority
DPP Data User

1.1 HTTP POST
with (set) of Product 2. validation
UID DPP KG(s) Result

- SHACL
Control
Engine

1.2 SHACL

template

Figurel2. HTTP DFUsing a DPP Rolebased Data FlowAuthorities

4.1.2.6 Rolebased Data Flowg Remanufacturer

A remanufacturer i company or industry that engages in making an existing product new again.
Remanufacturing is the rebuilding of a producthe specificationf the original productmatching
the same customer expectatistas a new productThe processequires a combination of repair and
replacement of components and modules with newd/or recycledcomponents, including parts
subject to degradation affecting the performance or the expecteddiféghe product It is a costly
processandthe products that are remanufactured are considered new produttiat are subject to
ecodesign requirements if they fall within the scope of a delegatedfeca result, theyequire anew
DPPThe role has many commonalities with the role of DieD described i ] because
they Remanufacturersnust assemble data and issue a DPP for the remanufactured pradtitthe
critical difference that the Remanufacturer has ¢onsume and update the original product D§tP
that any consumecanbe notified thatthe DPRof the original produdis)has been invalidatednd/or
should point to the new DRPther approachefor DPP invalidationould also be considered, such as
remonmng the original Product UID from the Fand the[DDHs. Finally, theRemanufactter

YIed ySSR G2 AyOftdzZRS fAyla G2 GKS LINBOA2dza 5ttt o0ald
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Figurel3. HTTP DFBUsing a DPP Rolebased Data FlowRemanufacturer

7 HTTP 201 CREATED SC

4.2 DID Data flows

In the followingwe describe the DFDs of the alternative architecture that is basd® aijs. Al data
flows for norconsumer actors, @suppose that the acterown an [Actor DI} created through the
[DPPApPM, associated withthe correspondindDID Documer]ithat is stored in theVerifiable Data
Registry (VDRRegarding the resolution diDI0s and any[DI] method-based operationswe
consider that thgDPP Appwalletis responsible for the resolutionf the correspondingDIL] using
the appropriate[DI[] method. External [DI[] resolverslike the Universal DID Resolveould also be
used For REOs, tho|D Documerjiwill contain the querying service endpoirttsat will be used for
retrieving the DPP datdhe endpoiniD(e.g., servicedpp)that provides thedefaultpublic DPP data
along with the backupndpoint ID (e.g., service=backupiist be provideds a parametein the[DIL]
URLthat the [Data Carrigrholds for the Default Consumer use ca3be[Actor DIl}s could be stored
in addition to the[ProductDIs in the[EURegisiry or some other service. This would allow for
advancedfeatures in the identity management for repairers and rdeys e.g The use of\V(s for
authorization and verification are describetthe nextsection(see[sectia 4.3).

4.2.1 Creatinga DPP

Initiating a DPP for thfDI[] case consists of the same three main processes as in the HTTP case: a)
the minting of the[Product DIpby the REO and thereation andattachment of the[Data Carridrto

the product, b)compilingthe DPP information with data gathered from the REO or any other-third
party suppliers and its storage to the DPP Data Repository, and finally, ¢) regisigyimglevant
information with the authorities.

4.2.1.1 Minting a Product DID

During theminting processthe REO creata[Product DIpthat is controlled by itfActor DIL). Notice
that weassumehat the REO has alreadyeated ar[Actor DI} through the correspondingoPP App
The processf the [Product DIpmintingis the following The REO creates tfie|DDocumeni where
the[w 9 h O Jis setlassthe controlleso it can make any modifications to tfie/DDocumen] in the
future. Tre REQalsoadds any other relevantmetadata (e.g., alsoknownAs)nd the corresponding
service IBand endpointsn the service property of the documetitat will be used in th¢DIC] URL
(e.g.,dpp)for requesting the DPP datddowever, if the endpoinis not known at théime of the[DID
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| creation (e.g., it depends on thEg Pthat will be minted), it can be upded after
the [ Phasbeen created or while adding the DPP information to [b&®# (see[

1). A backup service ID can also be added tdti&] URL along with the corresponding service
section in thg ]. Then he REGubmits the ] to the correspondingreate
[DIE] method operation. The wallet is responsible ga&tting the verification methodand key types.
When the Creat¢DI|[] method operation is invoked the VDR is responsible for creatingRhe

] and storing thecorresponding”roduct| 1. The[ Pcan also be stored in
a registry of minted Is for the corresponding REO in th& o Thel

] is then usedo create the[ PURL This URL is constructed using flie ]
along with the service ID parametéhe service parameter appendedto the URL anavill be used
for identifying the correspondinglefault DPP consumeservice endpointfrom the [ ]
documentduring the resolution of th¢D|[] URL After minting the RE@nustproduce ]
that will hold this UID and attach tHe ]rto the product. Thd Jrcanbe a QR, an
RFID or othef J. If the service endpoint is based on tfie ], the REO can update
the Producf ] with the service engoint for the servicdDencoded in thd ]
URL.

Responsible
Economic
Operator (REQ)

01 1. Initiates minting

2.1 Call DID Method Create Operation
with metadata like the REO Actor DID
(controller of the DID Document),
keyType, services default/privileged/backup end-points etc
signed with Actor DID private key hold in the DPP APP/wallet

VDRs

Figurel4. DID DFR Minting a Product DID

2. Product DID
REO Actor DID,
DPP service

endpoints

Minting
Product DID in
DPP Minting APP
DID Wallet
(private/public
key pair)

Add Default
service endpoint
to DID URT

Create DID \ 3. Product DID 4. Product DID URI 5. Data Carrier

Document
to VDR

Data Carrier
Production

2.2 DID Document
for Product DID

4.2.1.2 Assembling and Issuiniipe DPP Data

Similariyto the HTTP case, eah Dis associated with the DPP data for this specific product.
The REO is responsible for gathering all the data, cleaning, normalizing and transforming them to the
required format and vocabulary to assemble DEPWe assume that the DPP KG is serialized in the

[ ] format. The source of the data can lee w 9 hd@tabases anihformation systems (e.g.,
ERP)and/or third-party systems (e.g., suppliers ERPs). The DPP data stuhdce to the[ ]
regulation for setting ecodesign requirements based on the sustainability and circularity aspects and
should be compliantOne advanced featur@ould be to then check the resulting DPP Daggminst

the [ ] template that would ideally be provided by the Public Authorities. Finally, the data are
stored in the DPPDDH of the REQyr operated by a DPP service provider under REO's coiitnel

DPP data must be accessible from any role that will have access tg°this D with the
appropriate access control rights. The access to the various resources and services of the DPP can be
described throug [ ] policies.The Policy Decision Poifi?(Of) is responsible for evaluating the
access requests against the authorization policilse REO has to update the service IDs and
endpoints in tle [ 11 if they were not known during the mintinghe services include the
default consumer and therivileged endpoints, along with the backupnes. The architecture is
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general enough, so an implementati@ not limited to what technologies will be deployed for the
DPP[DDH. For example, an implementation could be based on a triplestore for storing the
corresponding information, while actors interact to the triplest@hrough a RESAPI, that associates
the HTTP endpoints {&P AR Iqueries that are then submitted to the triplestor@EOs can use their
own databases ERPs, etc.put they must implement the appropriate transformations for
interoperability reasons. The requests to the endpoints are submitted with the corresponding
credentials (e.g., a JWT tokerRHC751)) when neededand the REST services are responsible for
transforming the request to the apppriate [SPAR(]Iquery. Endpoints thaihject DPPs to the Data
Repository oaccept adho¢SPARIqueries for actors with the appropriate access rights (R&O,
Market Authority) are als@vailable The REO can sign the DPP data wittotsespondingActor DI}
private key before injecting the DPP data to hEF[DDH. As a result, any actor consuming the DPP
data can verify that the data were assembled and provided by the. RE®© verifier will have to
retrieve the public key of the REQctor DI} from the VDR in order to do the verification.

Operator (REQ)  1_initiates
DPP Creation

Produces
Data Carrier

Backup DPP
Data Repositories,

9.2 HTTP 201
CREATED SC

fil

9.1 HTTP POST
Add Art.12 ESPR UIDS
to EU Registry

7.3 rsync data
4.Invahd Product DID (update backup)

DPP KG

7.1 HTTP POST
with validated Product DID 7.2 HTTP POST
DPP KG
with credentials

with validated Product DID

Assembly of pah

DPP Data &
Transform
t0 JSON-LD

Validation of

DPP KG Ingest Data

Decentralized DPP
Data Repository

B. HTTP 401/403 SC
UNAUTHORIZED/
FORBIDDEN

fl

endpoints
(default, privileged,
backup)

4.1 HTTP POST
with Product DID
DPP KG

Update service
endpoints to
DID Document
(if needed)

8. HTTP 201 CREATED SC

SHACL
Control

4.2 SHACL trake
template

6.1 Call DID Method Update Operation
ipdated default/privileged/backup end-points
signed with Actor DID private key

from the DPP APP/wallet

6.2 Updated DID Document
r

for Product DID
DU/EBSI
VDRs

Figurel5. DID DFIQ Assembling and Issuing the DPP Data

4.2.1.3 Registeringhe DPPwith Authorities

This step is almost the same as in the HTTP vedascribedearlier. After the REO has inserted the
DPP of thgProduct DIpit informs the[EURegistr} of the required data elements and identifiers
Authoritiescanrequest the DPP KG data from REO [DFR]. First they need to discover the service
endpoint. To do s@the Authorities can nowretrieve the[DID Documer}iof each[Product DIpfrom
the VDR as discussed in the Rddased Data Flow for the Market Authorities describatér (see
[section 42.2.9). For access to nepublic information, theAuthoritiesneeds privileged access to the
w9 h Q a[DCB]tand the REO must provide the correspondingdentials.As an additional feature
and serviceAuthoritiescouldvalidaie the DPP using thisHAC template stored in thgEU Registiy
for this specific product and submitting the appropriate request to the corresponding DPR. If
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the validation fails, the Authoritgould store the status regarding this specific REO and DPP [ithe
Registr}or into their own database or DDBr alternatively reject the registration of a DPP

1. notify EU Registry

with DPP KG
Responsible and Art.12 ESPR DIDs
Economic Subset of 4.1.1.2 with
Operator (REO) more details 3. Product DID
m Art12ESPR UIDs Add Art.12 ESPR
> DPP KG UIDs
(Optional) to EU Registry

4. HTTP POST
Product DID, REO ID,
Factory ID

1.1 DPP KG

2. validation
result

SHACL

Control
Engine 1.2 SHACL

Template

EU
Registry

A

HTTP 201 CREATED SC

Figurel6. DID DFR Registering the DPP with Authorities

4.2.2 Usinga DPP

In this data flow we showcase the use cases of transformingdRheduct DIp URL on thgData
Carrie] attached to the product to a usable URI which is then dereferenced to get thespomding

DPP information. The difference to the HTTP approach ighkeat is nofREO Resolvkbut the URI

that will be used for dereferencing is available in the corresponflirid) Document] stored on the
VDRWe also showcase the data flows of other privileged actors (e.g., Redyieldet Authority,
Remanufacturérthat can get more refined information for a Product DPP or can possibly update the
DPP information.

4.2.2.1 From DataCarrier to aUsable URI

This data flow transforms arf{?roduct DI[pURL assigned to[@ata Carridrattached to a product

into a resolvable URI. The DPP Data user usd®the Appand through a scanning device scans the
[Data Carridrattached to a Product. The scanning device can be the camera of a mobile device, or
any other scanner device connected to fhel] that the [DPP Appcan have access tdhe[Product

DI} URL and the correspondifigroduct DIpis then resolved by thEDPP Ap] retrievingthe [DID
Documeni associated wh the[Product DI Using the service parameter of thigroduct DIPURL.

the [DPP Appparses thelDIDDocumen] to getthe w 9 hOPBserviceendpoint.
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4.1 Availalbe Preduct DID endpoints
DPP Data (Priviledged User)
User
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Data Carrier
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canner and App,

DPP App Wallet

resolves DID Get service endpoints
& gets DID Document | 4.DID Document | from DID Document
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ICD and DPP App
identify Product UID
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3.1 Product DID
& DID method
Read Operation

4.1 Default Product DID endpoint URI (service=dpp)

3.2 Product (Cansumer)

DID Document

VDRs

Figurel7. DID DFIQ Usinga DPR; From Data Carrier to a Usable URI

4.2.2.2 TheDefault (Consumer) Data Flow

Here we assume a plain DPP Data User (i.e., consumer). The process is the same as in the HTTP case.
After transforming theglData Carrifi 2 G KS w9 h Qa &S NBAOESDIStHeRID2 A y i F2
App sends a GET request with no credentials to the corresponding endpoint. ThRB&Insforms

this GET request to a SPARQL query that retrieves all the public information of a DPP and returns a
plain HTML/CSS page. No access control functionality igeeqgin case the data are to be consumed

by machines the request can accept RDF dathe default service returns a 404 status code then the

[DPP Appwill send a GET request to the corresponding backup endpoint.

2.1 HTTP GET
Default Product DID
DPP endpoint

Decentralized DPP
Data Repository

il

Consumer
DPP Data User

: :DataCarner

2. Product DID Document
Default Product DID
DPP endpoint

3.HTTP 200 0K SC

Get service endpoint HTML/CSS DPP data

of ID dpp from

ICD/
DPP App & wallet I

3. HTTP 404 NOT FOUND SC

(see 4.2.2.1)

4.1f 404
Product DID
Document

REOQ out of
Business.
et backup endpoint
from Product DID
Document

5. HTTP 200 OK SC
HTML/CSS DPP data

4.1 HTTP GET
Default Backup Product DID
DPP endpoint

Backup DPP
Data Repositories

i

Figurel8. DID DFIQ Using a DPP The Default (Consumer) Data Flow

4.2.2.3 Role-basedData How ¢ Recycler

As in the HTTP data flotine Recycler needto request credentials from the RE@get access to more
refined DPP information than th@efault plain [Data Consumel role. Else he data flow is the same
as in theDefault Data Consumer role. The only difference is that after scannirj@ttie Carrid; the
request to the RESAPI must be done with credentials(e.g., a JWT tokerR[FC751)) to assign and
verify the access of theequestto privileged resources and actians two-way authentication
approach that also uses a challenge message encrypithdthe public key of th¢Actor DI[) can be
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deployed. Thé¢Actor DI} public key and verification methods can fegrieved using the appropriate

[DIE] method. If authorized the request returns theecyclemrelated DPP data for this specificoduct
DI in the requested format (e.gfRD.

3.1 HTTP GET
Typed Product DID DPP endpoint
with Credentials

DPP APP
Identify

Typed Link
for User

3.2 HTTP GET
Typed Product DID DPP endpoint

3. Typed
Product DID
DPP endpoint

2.1 Typed Links of
Product DID DPP
endpoints

Decentralized DPP
Data Repository

4 HTTP 200 OK SC
RDF DPP data

4. HTTP 4017403 sC
UNAUTHORIZED/
FORBIDDEN

Recycler
DPP Data User

1. Product

Data Carrier

Get Typed
Product DID
endpeints from
DID Document
(see 4.2.2.1)

2. Product DID Document
Typed Product
DID DPP endpoints

1CS/DPP App
& Wallet 4. HTTP 404
NOT FOUND SC

5.1 Typed Links of
Product DID Backup DPP
endpoints.

7. HTTP 200 OK SC
RDF DPP data

7. HTTP 401/403 5C
UNAUTHORIZED/FORBIDDEN

DPP APP
Identify
Backup Typed
Link for User

REO out of
Business.
Get Backup URID

Backup DPP
Data Repositories

M

6. Typed Product DID
6.1 HTTP GET Backup DPP endpoint
6.2 HTTP GET Backup Typed Product DID DPP endpoint
Backup Typed Product

With Credentials
DID DPP endpoint

Figure 19. DID DFI[g Using a DPP Rolebased Data FlowRecycler

4.2.2.4 Role-basedData How ¢ Repairer & Update of the DPP

Similarlyto the case of theHTTP data flow, the Repairer needs to request credentials from the REO to
have access to the corresponding REST update endpoints and be able to update the DB thaa.
option is thatthe Repairers castore the corresponding data tiheir own[DDHsand notify the RE®

to link to their data in the DPPlere we showcase the DFD for the first cadee data flow is the same

as in the Default Data Consumer role. The only difference is that after scanning thead#g the
request to the RESAPI is done with the provided credentials (e.g., a JWT tdken’[51}) to assign

and verify the role. Awo-wayauthenticationapproach that also uses a challenge message encrypted
with the pubic key of the[Actor DI can be deployed. Thgctor DI public key and verification
methods can be retrieved using the approprifite [] method. If authorized the request updates the
Repairer related DPP data for this spedificoduct DI. The Repairer can sign the data using its

private key and it$Actor DI} so that any actocan validate them by retrieving the Repairer public
key and verification method from the VDR.
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Repairer
DPP Data User

1. Initiates DPP Update.
Repairer already has the current DPP 3.1 HTTPPUT to
% data from the DPP repository Typed Product DID DPP endpoint

3.2HTTP PUT
to Typed Product DID DPP
endpoint with validated

as in the previous privileged DFD (4.2.2.3) along with with validated Product DID DPP KG
Product DID DPP KG

the Typed Product DID DPP endpoint & with Credentials

3.Invalid Product DID
Updated DPP KG

4. HTTP 401/403 SC
UNAUTHORIZED/
FORBIDDEN

2. Updated
Product DID
DPP KG

3 Validated & Updated
Product DID DPP KG

Assembly of
Updated
DPP Data

Validation of

DPP KG Decentralized DPP

Data Repositories

Ingest Data

1. Repairer's data

Repairer ERP

6. Notify EU Registry for
updated DPP KG

Can trigger validation.
Similar to 4.2.1.3.

5. rsync data
(update backup)

2.1 HTTP POST
with Updated Product

DID DPP KG
- SHACL
Control
Engine
2.2 SHACL
template

Figure20. DID DFRQ Using a DPP Rolebased Data Flow Repairer & Update of the DPP

4. HTTP 200 OK SC

—
Backup DPP
Data Repositories

3. Validation
Result

4.2.2.5 Role-basedData How ¢ Authorities

As in theHTTP data flow, the Market Authority needs to request credentials from the REO in order to
get access to more refined DPP information than the Default Data Consumexsroiehe previous
privileged rolesThe Market Authority camesolve a single or a sef [ Js. As with any
privileged rolethe request to the RESAPI is done with the provided credentials (e.g., a JWT token
[ ) to assign and verifthe correspondingole to the request. Awo-way authentication
approach that also uses a challenge message encrypted with the public key[éftheDI[) can be
deployed. Th¢ ) public key and vefication methods can be retrieved using the appropriate
[DIE] method. If authorized the request returns tivarket Authorityrelated DPP data for this specific

[ Pin the requested format (e.g/RD). The DPP data is validated using the corresponding

[ J-template. In the case of a set §f Js, the Typed Links and the corresponding
services should provide endpoints that allow the validation and the retrieval of nhumerous (i.e.,
millions) DPPs in an efficient way through a single HTTP GET requedarkes Authority can

optionally verify thesignatuS 2 F GKS 5tt dzaAy3d (GKS ww®@mALIz- t A O

1.
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3. Invalid DPPs

Notify for
invalid DPPs
(Optional)

DPP KGs

1. Market Authority gets
privileged access to single or set of DPPs B
as in previous privileged DFDs. Validation of 2. Invalid DPPs Responsible
Economic
Operator (REO)
3. Invalid DPPs

Market Authority
DPP Data User

1.1 HTTP POST
with (set) of Product
DID DPP KG(s)

2. validation
Result

SHACL
Control
Engine

1.2 SHACL
template

Figure21. DID DFIg Using a DPP Rolebased Data Flow Authorities

4.2.2.6 Rolebased Data Flowg Remanufacturer

The [DI]] DFD is similar to the HTTP DFD for the Remanufacturer, with the exception that the

Remanufacturer has to providenew[DIDDocumen( for the new[Product DI Additionally, in this

DFD we showcase a scenario where the REO is notified by the Remanufacturer to intadidate

original[D!0]. In the correspondingiTTP DFD (sé¢e=ction 41.2.6) we depicted a data flow where
the Remanufacturer was granted accéssipdate the DPP of the original product and invalidate it.

Remanufacturer -

W Backup DPP

1. Gets Original 3. Initiates
Product DID DPP Creation Produces

New Data Carrier
’@FD 4.21.9),
7.Invalid New Product DID
s [
Assemblyof ) & New Product DID 7.validated
DPP Data & Lo validation of BEEXS

Scans Original
Data Carrier
see DFD 4.2.2.1),

M2HTTP 201
CREATED SC 93 rsync data
(update backup]

1 HTTP P
Add AL12 ESPRUID
0 U Registry |

9.1 HTTP POST
with validated Product DID 9.2HTTP POST

P
P K with validated Product DID

REO ERP
sREOsdata

with redentials “ PP KG
12, Notify REO to >\ Transform DPPKG
deactivate Product DID et to SON-LD
(e ——
5. suppliers data 8.0PP service T0. HTTP 4011403 SC
N endpoints UNAUTHORIZED/
n FOREIDDEN
with New Product DID / (4t prieged,
DPPKG bkt
) ~ —
= Onginal OPP data Update service T 10.HTTP 201 REATED SC
5 endpoints to

Dec: a5in previous

entr .““‘:‘ DPP privieged DFDS - _— DID Document

Data Repository concllll 63 Validation
Engine Result )

6.2 SHACL

8.1 Call DID Method Update Operation
template fauitiprivi nd-poi

updated de

8.2 Updated DID Document

for Product DID
> | ws DUEss!
VDR

13. Call DID Method Deactivate Operation

Responsible to deactivate (if supported) the original Product DID

Operator (REO)

Figure22. DID DFIg Using a DPP Rolebased Data Flow Remanufacturer

4.3 Advanced Features

In this section we discusadvanced features for th¢DI[] approach that take advantage of the
Verifiable Credential§\/(s). However,[V(sdo not depend oriDIs and[DIC]s do nd depend on
[Vds. Howeverthey complement eaclother. [DI[]-based URIs can hesed for expressinglobal,

persistent selfsovereignand decentralizeddentifiers associated with subjects, issuers, holders,
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credential status lists, cryptographic keys, and other macheaelable information associated with a
[V4. In the following DFDs, we focus prids that deployDI]s.

4.3.1 VC Issuance

The[V(s are issued by actors like the REO/Remanufacturer for the vapiitikeged actors (e.g.,
Recycler, Repairer, Market Authority) describing their authorized and privilegedltedeactor asking
the [V] issuance needs to know the|[] of the issuer to resolve it and fetch the corresponding

. Thel ] should provide in the reported services tfi¢( issuance endpoint
to which the asking actor shoutdake an HTTP POST request with all the relevant metadataas
the asking } and the requesting role and privilegeehe REO/Remanufacturer has to audit
the request of the asking actor and decide whether|thig] should be issued or not. In case of success,
the [VQ is issud, usually in the form of g ], where the issuer is the[DI[] of the
REO/Remanufacturemd the[VV( contains the credentiadubjects for the correspondir@®|L[] of the
askingactor. The[V({ also contains a digital proof that makes the credent@hper-evident. The
verification method uses the publiey of the issuing ). Finally, the asking actor stores the
issued V] in the[VJ wallet of the][ I

ged Actor DID

Get VC Issuing service YV
Requesting Role/Privileges

of REO/
Remanufacture's
endpoints

Get DID Document
of REO/
Remanufacture's

ess o
getting a VC DPP App 2. Issuer Actor DID
DID &VC wallet

Privileged
DPP Data User

2.1 Issuer Actor DID |
& DID method |
s\

\
= -

Figure23.VC Issuance

2.2 DID Document t
of Actor DID

4.3.2 VCbasedAuthorization

[Vds can be usedor authenticationfauthorization purposes on the RERemanufacturerDPP
endpoints. The actorsmust provide their [VJs in their requess to get privileged access to the
corresponding DPP datg.qg., retrievingsensitive data or updatingart of the DPP data)Specifically
the verifier (i.e., the REOs endpoints), requesvaaifiable presentation of thgV{. A unique
challenge/domain is provided when requesting a verifiable presentditn a privileged actor, which
is used for the authentication phas€hese properties are then included in the proof sectiontioé
corresponding verifiable presentation of thig(s to avoid a replay atck. The challengshould be
random to avoid attackers been able to predict it. The domain is just st rare casé¢hat two
verifiers generate the same random challengezerifiable presentation without the matching verifier
challenge and domain its proof is considered invallay the verifiers. The verifier is able to check the
authenticity of the verifiable presentation using the public kethefholder| ). Subsequently,
the RE® endpoints validate the [\V(s usingtheir corresponding] ) public key from their
wallet and if they areinvalid, they deny access to the data. If the [V(J was not issued by the
RE@Remanufacturey or the[\V(] has been revokedr has been invalidatedr the request was not
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submitted by the subject of thg/{, it denies acces&lsethe REO/Remanufacture grants access for
reading or updating the corresponding sensitive DPP data.

4.2 Privileged
Actor DID

4.1 VC Verifiable Representation
Typed Product DID DPP endpoint

DPP APP
Identify
Typed Link

3.2 Request verifiable 4.4 Check Validity of VC

with private key and signature

representation of VC
send challenge/domain

2.1 Typed Links o
Product DID DPP VC & access privileges
for Typed Product

DID DPP endpoint

3.2VC verifiable

representation

4.5 Validity Response

uuuuuuuuuu

4.6 Check access to
Typed Praduct DID
PP endpoint

for Authorization

Get Typed
Product DID
T Product endpoints from
#\ Datacamier \ DID Document
(see 4.2.2.1)

thorized

5. HTTP 200 OK 5C
ROF DPF data

TP 404
NOT FOUND 5C

Figure24. VCbased Authorization

4.3.3 VGbasedVerification of Third-parties Information in DPPs

One way to allow thirgbarty information to be integrated into a DPP is to allow wateess to the
RECDPP data repository for these partiaad let them sign the correspondimart of the DPPthat
includestheir [Actor DI, with their [Actor DI} private key forverification reasonsThe[V{ issued
by the REO could also lappendedin thosedata from the REQas proof that the REO has provided
accesdo this third-party to write to the DPRor privileged users like Market Authoritids that case
any DPP consumean verify the provided information by retrieving the public key oftttied-party
throughthe correspondingDIL] method, whilethe Market Authoritiescan verifythe provided[\V(
through the public key of the REM case a REO domset want to allow third parties to have write
access to the DPP data repositéoy security orother reasons (e.gspanming the DPP dataontrol
over the DPP dajathe suppliers can providg/ds to the corresponding REO for accessing and
publishinginformation from their repositoriesThose data shoulohclude the thirdparty [Actor DI
and should be signed by its private keynd shouldnclude the issuedlV(, allowingclientsto verify
that the data were derived from the thirgdarty, and authorized consumerthat the REO had access
to them.

St2¢ 6S | RI LisecibK &.2.4) andiMarkeBANBGEItieODFDEsEction 42.2.9) to
this dataflow.

75

G
CIRPASS

Digi



DIGITAI2021-TRUSD1 D3.2 DPP System Architectt

Repairer
DPP Data User 1. Initiates DPP Update. 3.2HTTP PUT
to Typed Product DID DPP

3.1 HTTP PUT to

Repairer already has the current DPP
data from the DPP repository Typed Product DID DPP endpoint endpoint with validated
as in the previous privileged DFD (4.2.2.3) along with with validated Product DID DPP KG Product DID DPP KG
the Typed Product DID DPP endpoint Using VC verifiable representatio Add Repairer VC to DPP
for authorities

3. Invalid Product DID
Updated DPP KG O

4. HTTP 401/403 5C
UNAUTHORIZED/
FORBIDDEN

2. Updated
Product DID
DPP KG

3 validated & Updated
Product DID DPP KG

Assembly of
Updated
DPP Data

Validation of
DPP KG

Pecentralized DPP
Data Repositories,

Ingest Data

Repairer ERP

1. Repairer's data

5. rsync data

6. Notify EU Registry for
(update backup)

updated DPP KG
Can trigger validation
Similar to 4.2.1.3.

2.1 HTTP POST
with Updated Product

DID DPP KG 4.HTTP 200 OK 5C

Y

Backup DPP

3. validation
Resuit

Data Repositories,

Control
Engine

2.2 SHACL
template

Figure25. VCbased Verification of Thirdarties infemation ¢ Repairer

VDRs

2.2REQ
public key from
DID Document

2.4 Third-parties
public keys from
DID Documents

2.3 Resolve
third-party DIDs

5. Invalid/Unverified
DPPs

2.1 Resolve
REO DID

3. Unverified DPPs

1. Market Authority gets
privileged access to single
or set of DPPs as in previous
privileged DFDs

Notify for
invalid/unverified
DPPs
(Optional)

3. Single or Set
verified of DPPs.

Verification of ¥
DPP KGs

signatures.
and VCs

Validation of 4. Invalid DPPs

DPP KGs

5. Invalid/Unverified
DPPs

Responsible
Economic
Operator (REO)

Market Authority

DPP Data User 2.5 public keys,

signatures, VCs
3.1 HTTP POST

2.6 Verification with (set) of Product 3.3 Validation
V. Result DID DPP KG(s) Result
ICD/DPP App
& Wallet

SHACL
Control
Engine

3.2 SHACL
template

Figure26. VCGbased Verification of Thirparties informationgMarket Authority

5 Validation of the DPP System Architecture

The validation step is essential to ensure that the proposed DPP system architectures can support the
userstories that have been described in D4OPP user stories V1.0Qs there are two different
architectures to implement the DPP system, each stebbeilvalidated for both architectuse This is
described in the two right most columns of the following tables.

If steps of the user stories cannot be validated using the proposed system architectures, developments
will be required and will be describedtime road mappinglocument D3.4.
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5.1.1 User story 1: A stakeholdere(g.,economic operator) places a product
on the market

User Story Step Validation using HTTR Validation using DIDs
wn URIs
o
o
1 | The economic2 LJS NJ (i 2 NI & This flow starts from ta | This flow is described i

sends a request for a DPP data mo| SO2y 2 YA O 2| section [ ]

for the relevant product category t{ system which sends | Assembling and Issuir|
assess the current regulatory DPP d{ HTTP request to {the DPP Data.

NBIlj dZA NBYSyYy (G &ad ! &2 dedicated server tha
data requirements could be obtaing stores the data mode
via a query on a server. for product categories

This specific flow i
described in the sectior

[ ]  Assembling
and Issuing the DPP
Data.

2 | The economic operato| This sep is described iff This flow is described i
creates/assesses on the supply side| [ ] Minting aj] ] Minting a
data needed to populate the DPP (a| Product uiD and Product uiD ang
to meet other external datd [ ]  Assembling [ ] Assembling ang
requirements) in their IT system ar and Issuing the DP| Issuing the DPP Data.
creates the Product Identifier. Data.

This data can originate from individu However, this stef
(today mainly manual) data generatiq describes that the
from suppliers into PLM or EH economic operator car
systems, upstream traceability syster| create data on the
and more. supply side to populatg
the DPP.

3 | The economic operatorgenerates| This step is described | This step is described

machinereadable DPP content an | ]  Assembling | ] Assembling ang
makes it available at one or more digil and Issuing the DP)| Issuing the DPP Data.

locations. Some data may be generat Data.
by service providers (e.g. safety dg
sheet, traceability, image banks) |
external parties such as certificatic
bodies. Appropriag access levels af
assigned to each data point.
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4

The economic operator registers th
product's links in a resolver servi
component (seHnanaged or external)
pointing to multiple data sources ¢
mentioned above

This step is described
[ ]  Assembling
and Issuing the DP
Data.

This step is described
[ ] Assembling ang
Issuing the DPP Data.

The economic operator registers th
product identifiers and otherelevant
content encoded in the data carrier (i.|
the web URL, depending on ID scher
at the product ID granularity leve
specified in the relevant delegated a
in the appropriate central registn
managed by a competent markq
surveillance body.

Remak: It is assumed that th
registration in the central EU registry
at product model level,e.,not at batch
or item level. It will still be possible fc
economic operators placing product ¢
the EU market to identify products ¢
more granular levels,ueh as batch ol
item in the data carrier ang
corresponding DPPs when needed.

This step is described
[ ] Registering thg
DPP with Authorities.

This step is described
[ ] Registering the
DPP with Authorities.

The economic operator places tb
product on the market (retail store
2yEAYS SiOodddy

This step does ng
describe a data flow
related to the DPH
system architecture.

This step does no
describe a data flow
related to the DPH

system architecture.

5.1.2 User story 2: A stakeholdere(g., professional buyer) with a list of
product identifiers gets DPP data about all the products on the list

dais

User Story Step

Validation using HTTH
URIs

Validation using DIDs

=

A user has received a list of produ
identifiers (internally for a produc
review or from a supplier as part of
tender) encoded as web URLs or witl
known resolver endpoint. This will be
model ID level, notat batch or item
level.

wS Y NJ 2y  af SOSH

industry, different terms are used fc

This step describes
flow that can be outside
of the DPP systen
architecture.

The list of product
identifiers  could be
printed or exchanged b
email. Regarding digitg

exchange mechanism

This step describes
flow that can be outside
of the DPP systen
architecture.

The list of product
identifiers could be
printed or exchanged b
email. Regarding digitg
exchange mechanism
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determining what is a model, produc
style. The relevant distinction here
that it is not at batch or instance leve
but at the level purchase decisions g
made.

the list of identifiers
should be exchanged i
a known femat.

the list of identifiers
should be exchanged i
a known fomat.

The data is entered in the user
internal IT system.

This is a local flow on th
SO2y2YAO 2
system.

If the data is receive(
through a digital
medium, then it is
already in the economi
2 LISNI 2 NDa

This is a local flow o
the economic
2LISNI (2 NDa

If the data is receive(
through a digital
medium, then it is
already in the economi
2 LISNTY G2 NRA&

The IT system uses the web URLs fi
the list, or constructs web URLS usi
the known resolver endpoint URL t
request all available links associat
with the product identifiers from the
resolution service component.

Local flow (optional, tq
construct the URL tq
which the requests wil
be sent).

If the URLs must b
constructed, the flav is
described in sectiorn
[ ] From Datal
carrier to a usable URI.

When the system use
has all the URLsS, h
sends request to all o
them to obtain the
available links linked tg
the product identifiers.

This isalso described in
section[ ].

Using DID, the flow i
described in [ ]
From Data carrier to «
usable URI.

The resolver service endpoint respon
back to the IT system with a list of lin
and their associated link types for tH
LINE RdzOG ARSYGATFAS

This step is the respons
that will receive the
SO2y2YAO 2

system. It takes place i
the same data lbw as
the previous step and i
described in section

[ 1, 1 or
[ ]and | ].

Depending on the type
of actor performing the
request, differem flows
can occur, se¢ ],
[ 1 [ 1 and

[ ]
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The resolvers send bag
all the available links fo
each product identifier.

The IT system must b
able to associate the lis
of received links to eac
product identifier.

5 | The ITsystem selects the relevant linl
and sends queries to them. The dg
sources  receiving
determines the appropriate acces
level of the querying party.

To obtain the relevan
information for the

economic operator,
credentials must be
provided. hese

credentials  will  be
evaluated on the|
endpoint receiving the
request. Depending ol
the result of the
evaluation (credentialg
valid or credentials
invalid), the system wil
reply with a specific se
of data (see step 6

This request will mos
likely embed
credentials, as describe
in sectionsin sections
[ ], [ 1,
[ ] and | 1.
Depending on the
provided  credentials
different  information
will be provided.

To obtain the relevan
information for the

economic operator
credentials must be
provided. These

credentials  will  be
evaluated on the
endpoint receiving the
request. Depending o
the result of the
evaluation (credentialg
valid or credentialg
invalid), the system wil
reply with a specific se
of data (see step 6

This request will mos
likely embed
credentials, as
described in section
[ ], [ 1,
[ ] and | 1.
Depending on the
provided credentials
different  information
will be provided.

6 | The IT system

a2 dz2NDSa

receives machir
readable data from multiple dat;
ARSYGATFAS

This step is the respons
to the request of the
previous step and i
desribed in  sectiong
[ ], [ 1,
[ ], and [ ].
depending on the
credentials provided.

This step is the respons
to the request of the
previous step and i
described in section
[ 1, [ 1,
[ ], and [ ].
depending on the
credentials provided.

to the user.

7 | The IT system processes the d:
received and presents the relevant da

This local step is ng
related to the DPH
system architecture. |
relies on the economig
2 LISNI (2 NDa

This local step is ng
related to the DPF
system architecture. |
relies on the economi
2 LISNT G2 NRA&
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5.1.3 User story 3: A stakeholder (g. the end user or someone who wants to
access the data e.g. end customer, data consumer etc.) gets DPP data by

scanning a QR code with their mobile phone

o | User Story Step Validation using HTTH Validation using DIDs
@ URIs

©

1 | The use reads the DPP data. It | This step describes th Described if ].

assumed that;
- The user starts a DRRapable app orn
their mobile phone. (e.g., In case of
serverbased app, or that
- The user starts the Q&habled camerg
on their mobile phone)
- The user uses other technologi

Remark:ldeally, no vendor specific ap
on the phone should be needed |
access basic information. The user sc
a QR code containing a product identif
encoded into a web link with thei
mobile phone.

action of scanning
data carrierto obtain
the unique product
identifier. It is part of
the data flow described
in section | I
From Data carrier to {
usable URI. The app ci
obtain a usable URL ¢
must construct one
with the same flow ag

[ 1.

The app uses the URL from the dg
carrier €.g.,the QR code) to request g
available links from the resolutio
service component. The servi
component can be managed by tf
economic operator or a service provid
acting on their behalf. The app can r
locally on the mobile phone or be
serverbasedweb app.

In this step, once thg
app obtained a usabl
link, a request will be
sent to the Resolver t(
get all available links fag
the scanned produc
identifier. Described i
section [ ] From
Data carrier to a usabl
URI.

Described inf ].

The resolution service compone
responds back to the app with a list
links and their associated link types.

The app receives all th
typed links knan by
the resolver for the
scanned unique
identifier. This step is i
the same data flow a
step 2: section ]

From Data carrier to {
usable URI.

Described iff ].

If the product is identified through serig
number, and the user is interested in

data related to the product (includin
downstream activities) the data on th

This  step
clarification.

requires

This  step
clarification.

requires
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item related digital link contains th
data, the app shows such data (provid
by repaires/refurbishers, etc.).

he app selects the relevant links a| If the user scanning thy If consumer (na
SYRa& 1jdzSNASa (2 |DPPisaconsumer,thq credentials) 1.

no credentials are
required, then flow ig
described in sectior
[ ] The default
(consumer) data flow.

ol
o o

6 | The data sources receiving the requq This step is the reply t{ If consumer (ng
determines the appropriate access ley the request sat in the | credentials) 4 ].
of the querying party and the ap| previous step. It i
receives machineeadable data from therefore described in
multiple data sources identified by th section [ ] The
links. default (consumer
data flow (this step is
performed as many
times as there is datq
sources).

7 | The app processes the data received ¢ If the user is using { If the user is using
LINSaSyida G§KS NBft S|specific app, then it i specific app, then it is
the responsibility of the the responsibility of the
app to handle the datg app to handle the datg
format received.| format received.

The endpointg The endpoints
providing the data providing the datal
should use a knowl should use a knen
data format to send data format to send
back the results. back the results.

5.1.4 User story 4: A component of the product (with instance level ID) is
replaced by the original economic operator

User Story Step Validation using HTTHR Validation using DIDs
URIs

dals
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1

The supplier addmformation about the
replacement to the instance level da
about the product.

In this step, a suppliel
mandated by the
responsible economi
operator to repair the
product, adds new
information in the DPP|
at the instance/item
level. This addition ca
be due to a part
replacement, or 4
mandatory

maintenance (same &
with a vehicle).

In this case, the repaire
must be able to prove
its identity, as 4
mandated repairer, tq
the REO IT systems,
order to add new datz
to the DPP KG.

This flow is describeih

section[ ] A role
based data flow ¢
Repairer.

This flow is described i
section| 1 A role
based data flow ¢
Repairer.

5.1.5 User story 5: A component ahe product is replaced by the another
(independent) stakeholder (e.g. repair company) acting on its behalf

dais

User Story Step

Validation using HTTH
URIs

Validation using DIDs

=

The repair shop adds information abo
the replacement to the instancéevel
data about the product in the origing
SO2y2YAO 2LISNI G2)
system.

This data flow s
described in sectior
[ ] A rolebased

data flow ¢ Repairer.

Same as US4, but it is
external acbr.

This data flow ig
described in sectiof
[ ] A rolebased

data flow ¢ Repairer.

Same as US4, but it is

external actor.
Details about
authentication in data
flow [ ]and[ ]
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5.1.6 User story 6: A used product is collected and sorted. In a sorting process,
it is evaluated if the product item is suitable for reommerce, repair,

upcycling, refurbishment orecycling. Dynamic data is added to prepare

for one these next steps

dais

User Story Step

Validation using HTTH
URIs

Validation using DIDs

[EEN

Read product identifier:

¢tKS &a2NISNJ aolya
carrier €.9.,QR code or more likely th
RFID tag) and downloads all releva
data needed for recommerce, repal
upcycling, refurbishment or recyclin
The data sources recognise that t
request comes from an authorise
sorter and makes the relevant produ
data avdable.

Details of this process is described
user story 3, steps-b. The product may
be identified at model, batch or iten
level, depending on the requiremen
specified in the relevant delegated act

This step is described
two sections [ ]
From Data carrier to i
usable URI anf ]
A rolebased data flow
¢ Repairer & Update o
the DPP

This step is described
two sections [ ]
From Data carrier to i
usable URI ang ]
A rolebased data flovg,
Repairer & Update o
the DPP

Authorization:[ ].

The sorter uses thdata combined with
a condition evaluation of the product t
decide the most appropriate actio
(refurbishment, remanufacturing
upcycling or recycling). If recycling is t
most appropriate, the data is used
manage their recycling process. In oth
cass, one of use cases 4, 7 and 8
activated.

This is a local flow o
the recycler IT systen|
The decision is based @
the DPP available datg
but the DPP systen
may not provide thig
functionality.

This is a local flow o
the recycler IT systen|
The decisin is based or]
the DPP available datq
but the DPP system mg
not provide this
functionality.

The sorter optionally adds dynamic dg
about the product such as:

1) The condition of the product and i
O 2 Y L2 yeQyylikeznewd,

2) Current photos forecommerce,

3) Changes made such as repair, clear
etc.,

4) Takeback place and time.

This step is described

section[ ] A role

based data flow ¢

Repairer & Update o
the DPP

This step is described

section| ] A role

based data flow ¢

Repairer & Update o
the DPP
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4 | Retrieve recycling information fron This step requireg This step requireg
current DPP holder. clarification. clarification.

Potentially market surveillance and/q
the economic operator receive data
described in user story 3 (A stakehold
gets DPP dat&.g., by scanning a Q
code with their mobile phone) and us¢
story 9 (market surveillance an
customs consume DPP data).

5.1.7 User story7: An economic operator other than the original one takes

over responsibility for the product, for example after refurbishment or

remanufacturing

dais

User Story Step

Validation using HTTH
URIs

Validation using DIDs

The independent refurbisher scans t
product's QR code and downloads
data related to the product. The dat
sources receiving the reque
determines the appropriate accef
f S@St 2F GKS |jd
refer to use story 2 and 3 for detall

Reamark: It is assumed that for produ
categories for which this user sto
may apply, there are requirements K
delegated acts that all products a
identified at item (instance) level whe
placed on the market, thus avoidir
the addition of serialized ideification
by the downstream economic actq
(for example refurbisher).

[ ] A rolebased
data flow ¢ Repairer &
Update of the DPP

[ ] Rolebased
Data Flowg Repairer &
Update of the DPP

The independent refurbisher creatg
new product information using the
data from step 1 and adds/changs
data reflecting the refurbishment (ne
parts).

Option 1 for Step 2: If thq

Option 2 is described i
[ ] Arolebased
data flow ¢ Repairer &
Update of the DPP

Options 1 and 3 arg
described as part o
[ | Rolebased

Option 2 is described i
[ ] Arolebased
data flow ¢ Repairer &
Update of the DPP

Options 1 and 3 ars
described as part o
[ ] Rolebased
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refurbishment wouldead to need of § Data Flow ¢ | Data Flow C
new product ID, then a new daf Remanufacturer. Remanufacturer.
carrier must be on it.

Option 2: If the product is alread
identified at instance level by th
original economic operator e(g.,
product identifier + serial number), th
product may keep the same identit)
but the refurbisher will register one @
more links in a resolution servig
component under their contro
enabling the link to the new data se
The QR code on the product remai
unchanged.

Option 3: If the product is onl
identified at product or batckevel, the
refurbisher can:

a) Create a new serial number to
used in combination with the origina
product identity to provide an instanc
identifier,

b) Create a new product and ser
number. In this case the origin
product identifier becores part of the
DPP content for the refurbishe
product.

The viability of Option 3b would b
influenced by whether or not product
subjected to recording 0
refurbishment need instanckevel
identification upon market
introduction. Both option 3 a&h
requires a new data carrier (QR cod
on the product.
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3 | The independent refurbisher makg Flow describd in| Flow described i

new entries in their resolution servig [ ] Rolebased| [ ]. Rolebased
components containing links to th Data Flow ¢ | Data Flow C
DPP of the original product (at instan| Remanufacturer Remanufacturer
level).

4 | The independent refurbisher registe| [ ] Rolebased| [ ] Rolebased

the instance level product identifie Data Flowg Repairer & Data Flowg Repairer &
including the web URL for th Update of he DPP Update of the DPP
resolution service component undé
their control in the Governmen
centralised registry.

5 | The independent refurbishe When sending the [ ] Rolebased
optionally reports to the origina updated information in| Data Flowg Repairer &
economic operator that they hav|the DPP KG, th{ Update of the DPP
refurbished the product and take| refurbisher can link 3
over respnsibility for the product. report with the data. It
is up to the OEO tq
check the report,
Receiving the update
data can also trigger
verification of the DPH
data on the OEGside
before performing the
update.

[ ] Rolebased
Data Flowg Repairer &
Update of the DPP

6 | The independent refurbisher place This flow is outside of This flow is outside o

the refurbished product on thg the DPP system. the DPP system.
market.
518! &SNJ au2N® yY ! LINPRdzOG A& RAAlF &&SY

economic operator usesiformation in the DPP to change the design of
their products

User Story Step Validation using HTTHR Validation using DIDs
URIs

dals
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1 | The recycler scans the combin¢ Global flow forthis user| Global flow for this use
product data through a Data Carri{ story is described i story is described i
(e.g., QR code or RFID tag) al] ]. [ ].
downloads all releant data needed fol See { ] for more | See { ] for more
recycling management. The da details details
sources recognise that the reque
comes from an authorised recycler a
makes the relevant material an
disassembly data available. Technica
GKAa Aa GKS arys

2 | The recycler uses the data combin| This is a local flow o| This is a local flow o
with a condition evaluation of th¢ the recycler IT systen] the recycler IT systen|
product to decide the most appropriat The decision is based ¢ The decisia is based or
recycling activity and the data is used| the DPP available datj the DPP available dati
manage their recycling process. In oth but the DPP systen but the DPP system mg
cases, one of use cases 4, 7 and { may not provide thig not provide this
activated. functionality. functionality.

Remark: a rare detailed descriptioniis i
user story 6.

3 | Once the old product is no longer vali The deletion of the DP| The deletion of the DP

the data can be deleted. is a subject that must bq is a subject that must b
clarified. clarified.
When raw materials ar¢ When raw materials ar¢
recycled, should the ol(¢ recycled, should the ol¢
DPP be preserved, ar] DPP be preserved, ar
linked to the new one| linked to the new one
for traceability | for traceability
purposes? How long | purposes? How long
model level DPP shoul model level DPP shoul
be available? be avalable?
The old DPP can [ The old DPP can [
invalidated, this ig invalidated, this ig
described in [ ] | described in [ ].
Rolebased Data Flow | Rolebased Data Flow
Remanufacturer Remanufacturer

4 | The recycler optionally reports to th When sending thg When sending the
SO2y2YAO 2 LISNI G 2| updated information in| updated information in
product on the market. the DPP KG, thfthe DPP KG, th

refurbisher can link g refurbisher can link ¢
a) The product ID. report with the data. It| report with the data. It
is up tothe OEO tgis up to the OEO t¢
b) The condition of the product and il check the report| check the report.
O2YLRYySyiGa o7F2N §Receiving the update( Receiving the update
improve the design of the produq data can also trigger | data can also trigger
model). verification of the DPH verification of the DPH
data on the OEO sid data on the OEO sid
before performing the| before performing the
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¢) An offer to buy back the componen
and recycled materials.

Remark: In the battery regulatior
Article 65 (6b) menons: Should the
"passport" then cease to exist, th:
means there should be som
mechanism to delete / remove th
passport out of circulation.

update.

[ | Rolebased
Data Flow C
Remanufacturer

update. [ ]. Role
based Data Flowc
Remanufacturer

Customs) consume DPP data

5.1.8.1 User story 9: A stakeholdee(g.,market surveillance) and stakeholder (e.g.

dais

User Story Step

Validation using HTTH
URIs

Validation using DIDs

=

In their IT system, the market survey
selects product identifiers that the
want to get data about from thei
product ID registry.

Not specifically
described in [ ]
A rolebased data flow
¢ Authorities

Not specifically
described in[ 1A
role-based data flowg
Authorities

The IT system gets all product identifig
from product ID registry embedded
web URLSs

If the ID registry is thq
EU registry of D3.2
then this step is nol
described. In D3.2
Authorities already
have the list of IDs

If the ID registry is thgq
EU registry of D3.2, the

this step is nof
described. In D3.2
Authorities already

have the list ofDs

The IT system uses the web URLs f
the list to request all available link
associated with the product identifier
from the resolution service componen
including the links registered b
downstream actors such as repairg
and refurbishers.

Thi flow is described ii
[ ] Rolebased
Data flow¢ Recycler.

Batch request are
supported.

Not described for theg
DIDscheme butshould
be supported to.The
alternative for the DIC
case is to provide a lig
of DIDs.

The resolution service component
responds back to the IT system with a
of links and their associated link typ
for each product identifier.

This step is described
flow [ ] Role
based Data flow ¢
Recycler.

This step is described

flow [ ] Role
based Data flow ¢
Recycler.

The IT system selects the relevant lir

This step is described

This step is described

and sends geries to them. flow [ ] Role | flow [ ] Role
based Data flow ¢ | based Data flow ¢
Recycler Recycler

The data sources receiving the requg [ ] Rolebased| [ ] Rolebased

determines the appropriate access ley

Data flow ¢ Recycler,

Daa flow ¢ Recycler,
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of the querying party and the IT syste | ] Rolebased| [ ] Rolebased
receives machineeadable data from Data Flowg Repairer & Data Flowg Repairer &
multiple data sources identified by th Update of the DPP an| Update of the DPP an

links. [ | Rolebased| [ ] Rolebased
Data Flow ¢ | Data Flow C
Remanufacturer. Remanufacturer.

This only differencq This only difference
between these datg between these data
flows is the data that i flows is the data that is
received, which received, which
depends on the depends on the
provided credentials| provided credentials
For Authorities, they For Authorities, they
should have access { should have access f
every DPP mandator every DPP mandator|
data, and potentially data, and potentially
more. more.

he IT system processes the d{ Not described in D3.2 Not described in D3.2

T
NBEOSAPSR | yR LINE &| application dependant.| application dependant.

5.1.8.2 User story 10: An economic operator that has placed products on the
market goes out obusiness

o | User Story Step Validation using HTTHR Validation using DIDs
g URIs
1 | Before closing the company, th No data flow describin¢ No data flow describing
economic operator that has placg how the transfer of| how the transfer of datg
products on the market transfers g data is handled is handled
their DPP data to a DPP backup ser
provider.

Comment 1: Otionally this step car
be done continuously.

Comment 2: If the economic operat
placing the products on the market us
a DPP service provider, the sar
company may operate as a DPP bac
service provider, too.

90

G
CIRPASS

Digi



( 1!
C"” DIGITAI2021-TRUSD1 D3.2 DPP System Architectt

2 | The DPP backup service provider tal This step is (partly The DID documen
control over the internet domain nam( outside of the DPH owner must be
used by the economic operator to dire| system (DNS transf). | changed.

DPP gueries to their DPP data.
For the prefix, morg
Alternative Option: In case of 404, a nq explanationis needed.
prefix is applied, and the URI g
transformed in a standardized way | Data flow is not
point into the archive of the resolver ¢ represented in B.2.
the archive (as for an internet archive)

3 | The DPP backup service provi¢ Data flow is not Data flow is nof
restores the received DPP data or| represented irD3.2 represented irD3.2
subset containing only the mandato
DPP data.

Remarkin case that the backup servi(
provider goes out of business, there m
be need of an additional layer ¢
adzf GAYF (S ol O dz
company or official office).

4 | The DPP backup service provi¢ Data flow is not Data flow is nof

activates the correct internet domai| represented irD3.2 represented irD3.2
name with appropriate links to the DR
data.

For both architectures, this section presents what is covered, and what is not. In their current
description, both architecture support essential features for the DPP system: creation, read (single
DPP or batch), update and deletion of the DPP data are descrittowever, some operations and
components of the architecture are not detailed in the current propositions.

The backup/archive of the DPPs is not described in the proposed architectures. This choice was made
to give more details about the functions thaiust support the architectures to deliver DPPs in 2027.
However, it will be critical in the upcoming DPP project to address this point to avoid losing data in a
realworld scenario. Data transfer between REO and backup service provider is a procespématsde

on many points that can lead to different transfer processes. The use of domain names as part of the
unique identifier calls for a great caution and foresight to avoid losing a domain name during a
transfer. The backup process also depends on thelamented architecture (updating the DID
document vs. updating the resolver).

The deletion of a DPP must be clarified. Currently, an open question remains: should DPP data be
deleted? If the focus of the DPP is market use, when a product with an itemO8¥eis destroyed
(e.g.,recycled), its DPP data could be deleted. This leaves open the question of the deletion of DPP
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data for products with a model level DPP. However, by taking into account traceability (UNECE
Recommendation No. 49), linking the DPPadaftthe recycled product to the obtained raw materials
could have an importance to obtain a whole chain of traceability. Currently, both architeatane
adzLJL2 NI RSt SiAzy 2F 5ttt RFGIZ odzi GKSe& faz2 LINI
modifications while keeping the data accessible.

5.2.1 Specific points for the DPP System Architecture using HTTP URIs

Using the HTTP URIs based architecture, access rights are one the missing points that must be clarified
to use this architecture in@alworld senario. Different technical solutions can be proposed to cover

this aspecté.g., VCs and.509 but an assessment must be performed to choose the most appropriate
oneregarding thereadiness of the technologiethe ease of integration in the architecturand the

ease of use by REO and service provider.

5.2.2 Specific points for the DPP System Architecture using DIDs

With the DIDs based architecture, access rights are described, and already built in the technologies
used b setup such a DPP system. Verifiable credentials can be used in a centralised manner (issuance
by a trusted authority) or a decentralised way (issuance by the REO). This gives more flexibility to the
REO to adapt to new market authoritiesg.,new busiress wanting to access privileged DPP data.
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